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Introduction
The Oneonta City School District Curricular Technology and Administrative
Computing Committees are pleased to present the 2014-2017 District Technology plan.
The plan, which is intended to be a living document, will be reviewed on a regular basis
and will be used to guide daily, monthly and yearly district technology decisions.
Our goals, as reflected in this plan, are heavily influenced by the International
Society for Technology in Education (ISTE) Standards (See Appendices I and II) as well
as the new Common Core Learning Standards. Every technology decision/plan is rooted
in our desire to ensure both that our teachers understand the value of and how to teach
with technology and that our students understand how to use technology in productive,
meaningful ways.
Committee Reviews, 2012-2014
During academic years 2012-2013 and 2013-2014, the Curricular Technology and
Administrative Computing Committees worked on drafting this updated 2014-2017
Technology Plan.
Curricular Technology Committee Membership:
Michael Andrews

Information Technology Services Technician

Steven Currie

Information Technology Services Systems Administrator

Deb Dalton

High School Library Media Specialist

Jeremiah DuMond

Information Technology Services Technician

A.J. Hecox

Teacher and Curricular Technology Specialist (‘12-‘13)

Julia Iannello

Riverside Elementary Library Media Specialist

Bonnie Nobiling

Director of IT Services and District Data Coordinator

Mark Parmerter

Valleyview Elementary Library Media Specialist

Bill Grau

Board of Education Representative & Parent

Karen Rowe

Curriculum Coordinator and Director of Adult Education
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Mary Stalder

Greater Plains Library Media Specialist

Administrative Computing Committee Membership:
Steve Currie

Information Technology Services Systems Administrator

Sue Garcia

Director of High School Guidance

Tim Gracy

Director of Special Education

Bill Grau

Board of Education

Reggie McGuinness

Business Office Administrator Secretary

Bonnie Nobiling

Director of IT Services and District Data Coordinator

Karen Rowe

Curriculum Coordinator and Director of Adult Education

Charlotte Santamont

Special Education Secretary

Rebecca VanDewerker

Middle School Guidance Secretary

Julie Ward

Information Technology Services Office Manager

Lisa Weeks

Business Office Administrator

Technology Vision Statement

"OCSD integrating technology into our everyday lives, lessons and education"
The Oneonta School District seeks to provide a technology-rich environment in order
to equip students and staff with digital age tools and resources needed to meet and
exceed learning goals in the 21st century. Specifically, the District will strive to
promote:
•

Thinking critically, problem solving and making decisions;

•

Being creative and innovative;

•

Communicating and collaborating;

•

Demonstrating digital citizenship;

•

Demonstrating research and information fluency;

•

Designing and developing digital age learning experiences and assessments;

•

Establishing and maintaining robust technology infrastructure.
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Goals, Activities & Timeline
The matrix below outlines our goals for the 2014-2017 timeframe. For each goal,
we have noted planned and/or desired activities, as well as a date that we plan to achieve
that particular activity. The goals are broken down into the following sections:
1. Basic Access to Technology
2. Integration of Technology into Instruction
3. Exploration of New Technologies
4. Professional Development
5. Maintain/Update Administrative Applications
Goals

Basic Access to Technology
1. Maintain adequate
network infrastructure to
support educational
pursuit

2.

Implement/Maintain
technology-enabled
classrooms throughout
the district.

Oneonta City School District

Activities

Desired
Completion
Date

a) Implement district-wide pervasive
wireless access in support of
curricular needs.
b) Increase physical data drops in
selected classrooms as needed to
better integrate technology
c) Update network/server
infrastructure to support current
applications
d) Upgrade district fiber backbone to
10 GB

a) Keep abreast of new teaching
technologies and update definition
of “technology-enabled classroom”
as appropriate.
b) Upgrade individual classrooms with
similar equipment as teachers place
requests and as funding allows.
c) Provide mobile technology
classroom solutions (media cart
solution) where appropriate (i.e. for
traveling teachers)

Items (a) and
(d) are
scheduled for
completion in
the 2013
Capital Project
(Summer 2014)
Items (b) and
(c) are
addressed on an
“as needed”
basis.

On-going
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3.

Improve network security

4.

Maintain uniform
hardware and software
for each building

5.

6.

Implement one-to-one
initiatives where
appropriate

Provide for increased
online access of school
information and
resources
a. Improve homeschool connection
b. Extend learning
time beyond the
classroom

Oneonta City School District

a) Maintain effective Acceptable Use
Policy that will balance network
security with educational
technology needs. (see Appendix
III)
b) Prevent non-district computers
from connecting to the
private/secure district network
(either wired or wireless).
c) Adhere to NYS OSC standards for
Information Technology
Governance (See Appendix IV)
a) Adhere to computer replacement
cycle
b) Implement asset management tools
for improved end-user support and
software and hardware audit
purposes.
a) Maintain appropriate levels of
mobile devices in each building so
as to approximate one-to-one
computing when needed, especially
in support of NYS online testing.
b) Provide infrastructure (e.g. student
network that is separate from
private district network) and
support services for students to
bring/use personally-owned devices
(“BYOD”) as appropriate.
a) Maintain web content system to
facilitate distribution of web
publishing to source information
providers, such as teachers,
building secretaries, human
resources office, etc. ensuring
“fresh” information is available to
district stakeholders.
b) Encourage/support teachers in
providing online information to
students and families via Teacher
Pages, Student Management
System (eSchool Home Access
Center) and/or Course Management
systems (Moodle).
c) Maintain student access to “cloud”-

On-going

a) On-going
b) 2014-2015

On-going

On-going

On-going

On-going

On-going
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like services as appropriate (e.g.
email, network file storage).
Integration of Technology
into Instruction
1. Meet Common Core
requirements for teachers
to integrate technology
into their instruction.

2.

Internet safety / digital
citizenship instruction for
all students grades K-12

3.

Curriculum review-be
sure to integrate
instructional technologies
as curriculum is being
updated.

Exploration of New
Technologies
1. Expose teachers to new
educational technologies
on a regular basis

2.

Provide support structure
for teachers who are
willing to try new
technologies

Professional
Development
1. Provide regular
opportunities for
Oneonta City School District

a) Provide online resources so that
teachers may find assistance when
they are ready for it.
b) Provide curricular technology
instruction that specifically
addresses Common Core via
Conference Day workshops.
a) Ensure this instruction is provided
across the curriculum at all grade
levels

a) Curriculum Advisory Team monthly
meetings and annual review of
curriculum
b) Explore eBook availability and
usefulness
c) Use evaluation rubrics (see
Appendices VIII-X) to ensure quality
curricular software is being
purchased/utilized

a) Technology Showcases on
conference days
b) Demos at Faculty Meetings
c) Send multiple district-wide
participants (representing all gradelevels) to annual statewide and
regional curricular technology
conferences
a) Implement Curricular Technology
Coaches (see Appendix X)
b) Ensure the LMS in each building
has appropriate resources to
provide teacher support

a) Conference Day offerings
b) Online “self-service” How-To docs

On-going

On-going

a) ‘14-‘15
b) On-going

a-c)On-going
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teachers to upgrade
their technology skills,
both for productivity and
for classroom & student
use of technologies.
2. Collaborate with higher
education, other
districts, etc.

Maintain Administrative
Applications
1. Student Management
System – SunGuard
eSchool

2. Cafeteria System Nutrikids

3. General automation

4.

Auto-notification system
– SchoolMessenger

5. Document Management
system
7.

Voice over IP phone
system

Oneonta City School District

c) Offer Out-of-district conferences
and workshops when financially
feasible.

a.) Encourage teachers to
form/participate in regional
advisory committees
b.) School Library Systems
collaboration
c.) Collaborate with local higher
educational institutions where
appropriate.

a) Research online enrollment
capabilities and efficiencies
b) Keep abreast of new features and
facilitate implementation as
appropriate
a) Ensure accurate data exchange
between our cafeteria management
system and our student
management system.
a) Seek to replace manual processes
with automated and online
solutions as appropriate
a) Ensure accurate data exchange
between auto-notification system
and our student management
system.
b) Ensure appropriate stakeholder
communication is taking place as a
result of having this autonotification system in place.
a) Investigate costs of and efficiencies
from digitizing document storage
and retrieval.
a) Keep abreast of VoIP technologies
in preparation for eventual
migration to unified
communications.
b) Play active role in purchase
decision
c) Play active role in roll-

On-going

On-going

On-going

On-going

On-going

On-going

’14-‘15
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d)
8.

Email archiving –
GWAVA Retain

a)

b)
9.

Transportation system –
Transfinder RouteFinder
Pro

a)

10.

Healthcare student
management system –
SNAP HealthCenter

a)

11.

Special Education
student management
system- ClearTrack

a)

12.

Finance and HR systems
– Finance Manager

a)

b)

13.

District Website –
Edline/SchoolWorld

a)

b)

c)
14.

District email system –
Novell GroupWise

a)
b)
c)

15.

IP Security System

a)
b)

Oneonta City School District

out/implementation
Ensure integration with existing
systems
Maintain in order to adhere to
federal regulations with regards to
archiving district e-mail.
Monitor to ensure system is
meeting our archival needs.
Ensure accurate data exchange
between our transportation system
and our student management
system.
Implement synchronization of
student demographic information
from our student management
system to SNAP.
Ensure accurate data exchange
between our special education
student management system and
our student management system.
Maintain financial systems as
appropriate for optimal Business
Office usage
Implement/maintain integrations
between financial system and other
data systems to reduce/eliminate
duplication of data
Maintain district website for
optimal district usage and
stakeholder communication
Provide access to appropriate end
users for website update and
maintenance capabilities
Ensure web presence is refreshed
and up-to-date.
Maintain district email systems for
optimal district usage.
Keep software up to date for most
current feature capabilities.
Ensure integration of email system
with other district applications (e.g.
calendars, file management, word
processing).
Play active role in purchase
decision
Ensure integration of security

On-going

On-going

’14-‘15

On-going

On-going

On-going

On-going

To be
implemented
with Capital
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16.

SchoolDude facilities
mgmt. system

Oneonta City School District

system with existing information
systems
a) Ensure integration of this system
with other district systems

Project ’14-‘15
On-going
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Professional Development Strategy

Each year, we send out an electronic survey for teachers to report their own
progress in terms of understanding and comfort levels with regard to the use of
educational technologies as well as their technology-related professional development
needs. This self-assessment, based upon the pedagogy rubrics developed by the Eastern
Townships School Board in 2005, help teachers place themselves on a technology
literacy continuum at one of four levels: Aware, Explorer, Infuser or Integrator (see
Appendix V). The hope is that this self-assessment will guide teachers towards the
appropriate professional development that will assist them in achieving Infuser and/or
Integrator status. Teachers at these levels are more likely to be successfully integrating
technology within their curriculum and therefore producing more technology literate
students. See Appendix VI for the last six year’s results of this technology literacy
survey.
The new Common Core Learning System provides challenges to teachers who
have kept their distance from instructional technologies. The Common Core, together
with other Race to the Top requirements, has placed extra expectations upon teachers that
demands much of their time. As a result, the model of the previous three years of
providing ongoing in-house instruction over the summer and after school has not been as
attractive to teachers of late.
At the same time, the Common Core Learning Standards include/expect
technology integration through-out (see Appendix VII: Technology Cross-Walk).
Therefore, our goal for the next three years is meet teachers “where they are” and be
ready to provide assistance when teachers recognize the need and request it, almost in an
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“on-demand” fashion. We hope to do this by implementing a Coaching program (see
Appendix XI: Tech Coaching Proposal) in which current teachers act as technology
coaches. A technology coach is already a technology integration expert and will work
with their colleagues to overcome technology fears and develop lesson plans that
integrate technology. The Technology Coaches, together with Library Media Specialists
and Information Technology Services staff will provide a technology support team that
can approximate on-demand instructional support for our teachers and help both teachers
and students achieve ISTE Technology Standards (see Appendices I & II ).

.
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Assessment of Services Needed

Current

Anticipated Changes

1. Time Warner Business Class

1. No change at Bus Garage

(Bus Garage)

2. 10 GIG fiber backbone

2. GIG fiber backbone- star

3. 10 GIG fiber out to the

3. GIG fiber out to the Internet

Internet

Hardware

1. Netapp SAN

1. Add 150+ wifi access

– Network & Server

2. Aruba wireless controller

points

3. HVAC servers (2)

2. Add VoIP

4. 13 network switch closets

3. Add IP security cameras

5. 36 Aruba wifi access points

and door swipes

Hardware

1. Win XP and Win 7 desktops

1. Elimination of WinXP

– Desktop & Mobile

2. Win XP and Win 7 laptops

systems

3. iOS tablets & handhelds

2. Win 8 desktops and

4. Android tablets

laptops

Telecommunications

3. Windows Mobile devices
Hardware

1. Limited ink jet personal

- Printing

printers

No anticipated changes.

2. Konica copier/printers
3. Work-group laser printers
Hardware

1. Data projector

1. Projector/interactive

– Instructional

2. Interactive whiteboard or

whiteboard combo OR large

projection screen

LCD flat-panel display

3. Classroom speakers

2. Classroom speakers

4. DVD/VCR/Cable tuner

3. Screen-casting device

5. Tethered computer

(e.g. Apple TV)
4. Untethered computer
(wireless projection)

Software

1. Novell SUSE Linux Enterprise

– Network & Server

2. VMWare Virtualization

Oneonta City School District
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3. Novell Zenworks Client Mgmt
4. Novell iPrint Printer Mgmt
5. Novell Email (GroupWise)
6. Windows Server
7. SQL Server
8. Sophos Proxy and Antivirus
Software

1. Finance Manager (back-office)

1. Investigate alternate web

– Administrative

2. eSchoolPlus (Student Info)

content systems

3. ClearTrack (SPED tracking)

2. Migrating to

4. RTIEdge (RTI tracking)

SchoolMessenger ANS

5. OPALS (Library OPAC)

3. Migrating to Novell

6. Nutrikids (Cafeteria mgmt.)

Service Desk

7. Automated Logic (HVAC-

4. Implement Novell Asset

elem) & Johnson Controls

Management

(HVAC – HS/MS)

5. Implement Online

8. SchoolDude facilities mgmt

Enrollment module of

9. SNAP HealthCenter (student

student management system

health office mgmt.)

6. Implement auto-texting

10. SchoolWorld web content

notifications

system
11. Transfinder RouteFinder Pro
transportation mgmt.
12. Global Connect
autonotification system (ANS)
13. HelpTrac HelpDesk tracking
Software

1. IXL Math Online

As determined by

– Instructional

2. ThinkCentral online companion

Curriculum Advisory Team

to HSP math textbooks K-6

and new Core Curriculum.

3. Smart Notebook software

Expect to maintain Smart

4. Typing Pal Online

Notebook software and

5. Moodle Learning Content

Moodle Learning Content

Oneonta City School District
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System

Systems.

Software

1. MS Windows/iOS

1. Novell Filr “cloud”-like

– Desktop & Mobile

2. MS Office/OpenOffice/iOS

network file access for all

Prod. Suite

platforms.

3. Anti-spyware tools
4. Adobe Acrobat Reader
5. Novell GroupWise email client
& web access
6. Novell network Client
7. Novell NetStorage network
web access
Human Resources

1. Director

1. Seek to add Technology

2. Clerical/HelpDesk

Coaches at each building

3. Systems Admin

2. Evaluate HR needs as a

4. Technician (2)

result of Information

5. Library Media Specialist

Technology Services taking
over telephony and security

Budget
It is anticipated that the District’s technology budget (see Appendix XIV) will see
an increase over the next three years. As telephony and security are added to our area of
responsibility, district expenditures in those areas that were previously allocated to
different district budgets will shift to the technology budget. While we will do our best to
provide support for these new services with our existing human resources, the extra
responsibilities may require at least one additional staff member.
The technology budget consists of our own operating budget and external funding
sources. Our operating budget includes substantial allocations to both ONC BOCES and
the South Central Regional Information Center (RIC) services. We are fortunate to have
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our regular annual budget supplemented with external funding from local charitable
giving organizations.
ONC BOCES Services
We currently obtain the below services from ONC BOCES:
1. Model Schools – Instructional Technology Services
2. School Library Systems – Library Automation Services
3. Web Content Management Systems
4. Offsite backup Services
Under the Instructional Technology Services area, the district has entered into
rolling installment purchase agreements (IPA) with repeated four-year terms for the
purchase of instructional technology equipment. So long as interest rates remain
favorable, the IPA’s allow the district to maintain the four-year technology replacement
cycle we began in 2006.
South Central RIC Services
We currently obtain the below services from the South Central RIC:
1. Data & Application Services (eSchoolPlus, NYS Data Collection, ClearTrack,
RTIEdge, SchoolMesssenger, SchoolDude)
2. Regional Telecommunications Services (Internet service provider)
3. Network Support Services
Under the Network Support Services area, the district has been able to enter into
ongoing four-year IPAs for the purchase of district-wide printing/copying solutions. The
current IPA is due to expire during the summer of 2016. It is anticipated that the funds
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for this IPA will be maintained to begin a similar agreement in 2016 to allow the district
to enjoy consistent printing/copying capabilities.
. By 2016, the 2013 capital project purchases will be due for replacements. The
district may enter into a separate IPA in 2016 to replace the networking and server
equipment purchased in the 2013 project.
External Funding Sources
The school district has been fortunate to receive community support for our
technology efforts. The Parisian Foundation, the local Rotary chapter, the Dewar
Foundation and our Parent Teacher Organizations consistently provide us with
supplemental funding to help us achieve our technology goals.

Oneonta City School District
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Ongoing Evaluation
The district has several measures in place to evaluate our technology usage and
effectiveness. These measures include; Curricular Technology Committee meetings,
Administrative Computing Committee Meetings, Helpdesk database, and stakeholder
feedback.
Curricular Technology Committee – this committee, which is comprised of library
media specialists, Information Technology Services staff, the curriculum coordinator, and
one Board of Education representative, meets on a bi-monthly basis during the school
year. The committee’s purpose is to guide technology progress and to advise with regard
to technology policy. Minutes from these meetings can be found on the Information
Technology Services website (http://www.oneontacsd.org/ITS).
Administrative Computing Committee – this committee is comprised of a cross-section
of non-instructional employees representing all administrative areas across the district
and also includes a Board of Education representative. The committee meets just one or
two times per year to discuss Administrative applications, systems security and our
adherence to NYS Information Technology guidelines. Minutes from these meetings can
be found on the Information Technology Services website
(http://www.oneontacsd.org/ITS) .

HelpDesk Database – this Help Desk system is used by Information Technology
Services to track the majority of our Information Technology Services requests.
Reporting from this system (see Appendix XIII) informs us of troubleshooting volume
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and trends in terms of end user’s needs. The information from this system is invaluable
for ongoing technology evaluation.
Stakeholder Feedback – our stakeholders are all those who are affected by district
Information Technology Services; employees, students, parents, Board of Education
members and community members. Any user may provide us with feedback by using
our “How Are We Doing?” survey (see Appendix XII) available on the top level of the
Information Technology Services web site (http://www.oneontacsd.org/ITS

).

Students are not given a formal opportunity to provide feedback. However, it is
expected that students offer frequent unsolicited comments on their educational
technology use when in the classroom, computer lab or library and that their feedback
comes to us via teachers and librarians.
Board of Education and community members (including parents) are offered
occasional Information Technology Services updates (upon request) during scheduled
Board of Education meetings. The Board also has a new Communications Committee
that focuses heavily upon the use of technology to communicate with parents and
taxpayers. During these meetings we receive valuable feedback from these stakeholders.
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Appendix I - Pages 21-22
International Society for
Technology in Education

ISTE Standards
Teachers
Effective teachers model and apply the ISTE Standards for Students (Standards•S) as they design, implement, and assess
learning experiences to engage students and improve learning; enrich professional practice; and provide positive models
for students, colleagues, and the community. All teachers should meet the following standards and performance indicators.

1. Facilitate and inspire student learning
and creativity
Teachers use their knowledge of subject matter,
teaching and learning, and technology to facilitate
experiences that advance student learning,
creativity, and innovation in both face-to-face
and virtual environments.
a. Promote, support, and model creative
and innovative thinking and inventiveness

a. Design or adapt relevant learning experiences
that incorporate digital tools and resources to
promote student learning and creativity
b. Develop technology-enriched learning
environments that enable all students to pursue
their individual curiosities and become active
participants in setting their own educational
goals, managing their own learning, and
assessing their own progress

b. Engage students in exploring real-world issues
and solving authentic problems using digital
tools and resources

c. Customize and personalize learning activities
to address students’ diverse learning styles,
working strategies, and abilities using digital
tools and resources

c. Promote student reflection using collaborative
tools to reveal and clarify students’ conceptual
understanding and thinking, planning, and
creative processes

d. Provide students with multiple and varied
formative and summative assessments aligned
with content and technology standards, and use
resulting data to inform learning and teaching

d. Model collaborative knowledge construction by
engaging in learning with students, colleagues,
and others in face-to-face and virtual environments

2. Design and develop digital age
learning experiences and assessments
Teachers design, develop, and evaluate
authentic learning experiences and assessments
incorporating contemporary tools and resources
to maximize content learning in context and
to develop the knowledge, skills, and attitudes
identified in the Standards•S.

3. Model digital age work and learning
Teachers exhibit knowledge, skills, and work
processes representative of an innovative
professional in a global and digital society.
a. Demonstrate fluency in technology systems
and the transfer of current knowledge to new
technologies and situations
b. Collaborate with students, peers, parents,
and community members using digital tools
and resources to support student success and
innovation

c. Communicate relevant information and ideas
effectively to students, parents, and peers using
a variety of digital age media and formats
d. Model and facilitate effective use of current
and emerging digital tools to locate, analyze,
evaluate, and use information resources to
support research and learning

4. Promote and model digital citizenship
and responsibility

Appendix I - Pages 21-22

5. Engage in professional growth
and leadership

Teachers continuously improve their professional
practice, model lifelong learning, and exhibit
leadership in their school and professional
community by promoting and demonstrating
the effective use of digital tools and resources.
a. Participate in local and global learning
communities to explore creative applications
of technology to improve student learning

Teachers understand local and global societal
issues and responsibilities in an evolving digital
culture and exhibit legal and ethical behavior in
their professional practices.

b. Exhibit leadership by demonstrating a vision
of technology infusion, participating in shared
decision making and community building, and
developing the leadership and technology skills
of others

a. Advocate, model, and teach safe, legal,
and ethical use of digital information and
technology, including respect for copyright,
intellectual property, and the appropriate
documentation of sources

c. Evaluate and reflect on current research and
professional practice on a regular basis to
make effective use of existing and emerging
digital tools and resources in support of student
learning

b. Address the diverse needs of all learners by
using learner-centered strategies providing
equitable access to appropriate digital tools
and resources

d. Contribute to the effectiveness, vitality, and selfrenewal of the teaching profession and of their
school and community

c. Promote and model digital etiquette and
responsible social interactions related to the
use of technology and information
d. Develop and model cultural understanding and
global awareness by engaging with colleagues
and students of other cultures using digital age
communication and collaboration tools

Standards•T © 2008 International Society for Technology in Education.
ISTE® is a registered trademark of the International Society
for Technology in Education.
If you would like to reproduce this material, please contact
permissions@iste.org.

iste.org/standards
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International Society for
Technology in Education

ISTE Standards
Students
1. Creativity and innovation

3. Research and information fluency

Students demonstrate creative thinking, construct
knowledge, and develop innovative products and
processes using technology.

Students apply digital tools to gather, evaluate,
and use information.

a. Apply existing knowledge to generate new
ideas, products, or processes

b. Locate, organize, analyze, evaluate, synthesize,
and ethically use information from a variety of
sources and media

b. Create original works as a means of personal
or group expression

a. Plan strategies to guide inquiry

c. Use models and simulations to explore complex
systems and issues

c. Evaluate and select information sources and
digital tools based on the appropriateness to
specific tasks

d. Identify trends and forecast possibilities

d. Process data and report results

2. Communication and collaboration
Students use digital media and environments to
communicate and work collaboratively, including
at a distance, to support individual learning and
contribute to the learning of others.
a. Interact, collaborate, and publish with peers,
experts, or others employing a variety of digital
environments and media
b. Communicate information and ideas effectively
to multiple audiences using a variety of media
and formats
c. Develop cultural understanding and global
awareness by engaging with learners of
other cultures
d. Contribute to project teams to produce original
works or solve problems

4. Critical thinking, problem solving,
and decision making
Students use critical thinking skills to plan
and conduct research, manage projects, solve
problems, and make informed decisions using
appropriate digital tools and resources.
a. Identify and define authentic problems and
significant questions for investigation
b. Plan and manage activities to develop a solution
or complete a project
c. Collect and analyze data to identify solutions
and/or make informed decisions
d. Use multiple processes and diverse
perspectives to explore alternative solutions

5. Digital citizenship
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6. Technology operations and concepts

Students understand human, cultural, and societal
issues related to technology and practice legal and
ethical behavior.

Students demonstrate a sound understanding
of technology concepts, systems, and operations.

a. Advocate and practice safe, legal, and
responsible use of information and technology

b. Select and use applications effectively
and productively

b. Exhibit a positive attitude toward using
technology that supports collaboration,
learning, and productivity

c. Troubleshoot systems and applications

c. Demonstrate personal responsibility for
lifelong learning

a. Understand and use technology systems

d. Transfer current knowledge to learning
of new technologies

d. Exhibit leadership for digital citizenship
Standards•S © 2007 International Society for Technology in Education.
ISTE® is a registered trademark of the International Society for
Technology in Education.
If you would like to reproduce this material, please contact
permissions@iste.org.

iste.org/standards
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I.

Purpose of Policy
The Oneonta City School District (“the District” hereafter) is pleased to offer students and employees access to district
computing resources (“DCR” hereafter) consisting of computers and computing devices, network resources, wireless
resources, Internet access, and electronic communication systems. The District also provides the opportunity for remote,
off-site access to the DCR and for DCR access from personally-owned devices. Any and all uses of the DCR shall be
subject to this policy.
The District believes that student learning benefits from access to the Internet to explore thousands of libraries, databases
and online resources while exchanging information with other Internet users around the world. In accordance with the
requirements of the Family Educational Rights and Privacy Act (FERPA), the Children’s Internet Protection Act (CIPA),
the Children’s Online Privacy Protection Act (COPPA), E-Rate and Title II-D funding, this policy addresses:
A. Access by minors to inappropriate matter on the Internet,
B. Safety and security of minors when using electronic mail, chat rooms and other forms of direct electronic
communications,
C. Unauthorized access including “hacking” and other unlawful activities by minors online,
D. Unauthorized disclosure, use and dissemination of personal information regarding minors, and
E. Restricting minor’s access to materials harmful to minors.
While meeting the above requirements, this policy defines the acceptable use the DCR with a view of ensuring the
reliability, security, and integrity of the system. The technology policies contained here have been formulated with
student safety and achievement and with data security as priorities.

II.

III.

IV.

Employee Responsibility
a. The District expects that employees will use the DCR as appropriate to meet the requirements of their position.
b. Employees will protect their personal user ID’s and passwords to maintain the integrity and prevent unauthorized
use of the DCR.
c. Employees are responsible for their actions and activities involving the DCR, his/her computer files, passwords and
accounts.
d. Employees are responsible for maintaining confidentiality and security with regards to digital and online student
information, in keeping with the Family Educational Rights and Privacy Act.
(http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html).
Instructor Responsibility
a. The District expects that teachers will blend thoughtful use of the Internet throughout the curriculum and will
provide guidance and instruction to students in its use. As much as possible, access from school to Internet resources
should be structured in ways which point students to those which have been evaluated prior to use. While students
may be able to move beyond those resources to others that have not been previewed by staff, they shall be provided
with guidelines and lists of resources particularly suited to learning objectives.
b. When using the Internet for class activities, teachers will:
i. Select material that is age-appropriate and relevant to the course objectives.
ii. Preview the materials and sites students are required to access regarding appropriateness of material.
iii. Provide guidelines and lists of resources to assist students in channeling their research activities effectively
and properly.
iv. Assist students in developing the skills to ascertain truthfulness of information, distinguish fact from
opinion, and engage in discussions about controversial issues while demonstrating tolerance and respect for
those who hold divergent views.
Student Responsibility
a. The District expects that students will use the DCR when appropriate to meet educational needs.
b. Students will use the DCR ONLY for educational purposes.
c. Students will use only those user ID’s and passwords which are assigned to them for access to the DCR.
d. Students will protect their personal user ID’s and passwords to maintain the integrity and prevent unauthorized use
of the DCR.
e. Students are responsible for his/her actions and activities involving the DCR, and his/her computer files, passwords
and accounts.
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f.

V.

VI.

VII.

VIII.

IX.

X.

XI.

Students are responsible for protecting their identity and will not reveal personal information (name, address,
telephone) online.
Parental Responsibility
a. Parents can expect that their children will use the Internet at school for reasonable, educational research and
learning. Students will have an appropriate degree of supervision according to their grade level and ability.
b. Parents are responsible for setting and conveying the standards that their children should follow when using media
and information resources.
c. Parents will have the right to investigate contents of their child’s electronic files.
Privacy
a. DCR users have no expectation of privacy in the contents of their personal files and records of their online activity
while using DCR.
b. Routine maintenance and monitoring of the DCR may lead to discovery that the user has or is violating the
Acceptable Computer Use Policy, student disciplinary code, Board of Education policy, or law.
c. District system users should be aware that their personal files/email might be discoverable, according to the state
public records laws.
Due Process and Violation Consequences
a. The District will cooperate fully with local, state, or federal officials in any investigation regarding illegal activities
conducted through the Internet or the District email system.
b. If an allegation is made that a student has violated the Acceptable Computer Use Policy, the student will be provided
with a notice and opportunity to be heard in the manner set forth in the student disciplinary code.
c. Disciplinary actions should be related to the violation and may include loss of account.
d. Employee violations of the Acceptable Computer Use Policy will be handled in accordance with district policy.
Email/Electronic Communications
a. Staff Email
i. Full-time, certified employees will receive an email account. Classified and/or part time employees may
receive an account if approved by the building administrator.
ii. Email passwords are an important safeguard of our systems and must not be shared.
iii. Employees should understand and practice responsibility regarding email use and the risk of opening
unexpected email attachments.
b. Student Email accounts
i. Limited student email accounts may be provided for educational purposes.
ii. Student email accounts will be monitored for inappropriate content.
Netiquette
a. Courtesy, decorum, respect and appropriate language is expected in electronic communications.
b. Users should be sparing in their use of shared bandwidth.
Acceptable Use of Technologies
a. The level of access that users have to the DCR is based upon specific user requirements and needs.
b. User access to the DCR is provided for administrative, educational, communications and research purposes
consistent with the school district’s educational mission, curriculum and instructional goals. General rules and
expectations for professional behavior and communication apply to use of DCR.
Unacceptable Use of Technologies
General examples of unacceptable uses which are expressly prohibited include, but are not limited to, the following:
a. Intentionally introducing viruses or any code which disrupts or damages the DCR.
b. Attempting to circumvent the DCR’s protective measures
c. Installing software or hardware without explicit permission of system administrators.
d. Using communications technology to harass or threaten others.
e. Any inappropriate communications. The term inappropriate or unacceptable will be defined by district
administrators in each situation.
f. Purposely accessing inappropriate sites.
g. Using a username/user ID and/or password that is not your own to access any DCR.
h. Any use as a forum for communicating by email or any other medium with other school users or outside parties to
solicit, proselytize, advocate or communicate the views of an individual or non-school sponsored organization; to
solicit membership in or support of any non-school sponsored organization; or to raise funds for any non-school
sponsored purpose, whether profit or non-for-profit. No user shall knowingly provide school email address to
outside parties whose intent is to communicate with school employees, students and/or their families for non-school
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XII.

XIII.

XIV.
XV.
XVI.

purposes. Users who are uncertain as to whether particular activities are acceptable should seek further guidance
from the building principal or other appropriate administrator.
Content Filtering
a. Internet content filtering is mandated by law (Children’s Internet Protection Act) and is implemented at the District
at the user level. All student and public accounts (such as those used at library public access computers) are affected
by the filtering mechanism.
b. Internet filtering should strive for the proper balance of safety and access to information.
c. Email content is checked for virus type code both incoming and outgoing. Certain types of file attachments that are
commonly used to transmit viruses are blocked. Email is not screened for inappropriate content.
Liability
The district makes no warranties either expressed or implied that the DCR will be error free. The District will not be
responsible for any interruption of service or errors experienced by loss of or damage to data. The District will not be
responsible for accuracy or quality of information obtained either through the system or for any financial obligations
arising through the unauthorized use of the system. Users shall indemnify and hold the District harmless from any losses
sustained as the result of intentional misuse of the system by the user.
Audits
The administration may conduct periodic audits of software installed on DCR.
Acceptable Software
To safeguard the system, restrictions are necessary regarding installation of non-supported software.
Web Sites
a. Student / Organizational Web Sites
i. Must be sponsored and have continuing oversight of an adult staff member including the adult’s contact
information.
ii. Students will be taught not to reveal personal information (name, address, telephone or credit card number)
online.
iii. All Web pages created by students and student organizations on the DCR will be subject to treatment as
district sponsored publications. Accordingly, the district reserves the right to exercise editorial control over
such publications.
b. District Web Sites
i. School web sites
1. School websites should be kept current and updated at least quarterly.
2. Web site design should follow district standards for quality and accessibility.
3. School web sites must provide a link to the Oneonta City School District home page.
4. Links should be thoroughly screened for appropriateness.
5. Consent for use of copyrighted materials must be obtained or permitted by software licenses. The
Fair Use Exemption should not be assumed.
c. Acceptable Use / Copyrights (also see article XVII)
i. Use of copyrighted materials requires consent of the copyright owner.
d. Including student works
i. Including good examples of student works is strongly encouraged.
ii. Use of the student name must follow district policy appropriate for the age of the student. In all cases
student or parent wishes in the matter must be honored.
e. Interactivity
i. Where appropriate, interactive content (discussions, forums, email communications) is encouraged. Online
discussions and forums submissions must be screened for appropriateness before being posted.
ii. All interactive websites must adhere to the Children’s Online Privacy Protection Act (COPPA) regulations.
See: http://www.consumer.ftc.gov/articles/0031-protecting-your-childs-privacy-online
f.

Student Photographs / Names (Individual )
i. No addresses, student email addresses or student ID numbers may be published on web pages.
ii. Student home addresses and/or phone numbers may not be published on public district web sites.
iii. Photographs of individual students should only be displayed on a school building Web site or district wide
Web site using the following age-specific guidelines:
1. Grades K – 5: Unless written parental consent is obtained, publication of photos of this age group
on district web sites must be of groups of three or more individuals. No names may be associated
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with the photographs unless written parental consent is obtained. Photos from a distance are
encouraged.
2. Grades 6-8: Unless written parental consent is obtained, photos of this age group on district web
sites must be of groups of three or more individuals. First names may be associated with the
photographs. Full names may be used only with parental consent.
3. Grades 9-12: Web publication of photos of individual students is permitted. First and last names
published in association with the photograph are permitted only with parental/student consent. An
exception to this policy is allowed for photography of extracurricular events and teams, though
individual parental/student preferences must still be followed.
iv. Unauthorized use of a student’s likeness or other identifiable information could constitute a violation of the
Family Educational Rights and Privacy Act (FERPA).
XVII.

Copyrighted Materials
a. Use of Copyrighted materials: The Board of Education of the Oneonta City School District hereby affirms that
respect for personal property, whether tangible or intangible, is vital to maintaining a stable learning and work
environment. Students and employees of the school district are expected to follow copyright law and the copyright
procedures established by the Superintendent. Any willful infringement will be punished in accordance with the
student disciplinary code and employee disciplinary procedure. Students and staff members who willfully infringe
the copyrights of others will be reported to the appropriate authorities and may be subject to criminal or civil
penalties. The Board of Education hereby directs the Superintendent of Schools to implement regulations consistent
with this policy.
b. Ownership of Products: Unless there is a specific agreement to the contrary, products created within the scope of
employment relationship shall be the property of the Board of Education. K-12 student work, unless created while
the student is working for the school district, are the property of the individual student. Unless a student gives
specific direction to the contrary, the school district may display notable student work created during the same
school term or school year in education contexts (e.g., posting on school bulletin board or at a school show). In the
opinion of the Board of Education, such limited educational posting constitutes fair use.

OCSD

2014-2015

Page |4

Appendix IV - Pages 29-70
New York State Office of the State Comptroller

Division of Local Government and School Accountability

LOCAL GOVERNMENT M ANAGEMENT GUIDE

Information Technology Governance

Thomas P. DiNapoli State Comptroller

Appendix IV - Pages 29-70

For additional copies of this report contact:
Division of
Local Government and School Accountability
110 State Street, 12th floor
Albany, New York 12236
Tel: (518) 474- 4037
Fax: (518) 486- 6479
or email us:
localgov@osc.state.ny.us

www.osc.state.ny.us

March 2012

Appendix IV - Pages 29-70

Table of Contents
Responsibility for IT Internal Controls.......................................................................... 2
Introduction to IT Security Fundamentals.................................................................... 3
Information Technology Governance: Security Self-Assessment................................ 4
IT Security: Top 12 Areas of Concern............................................................................ 6
Area #1 – IT Policy................................................................................................... 6
Area #2 – IT Security Training and Awareness ......................................................... 8
Area #3 – Computer Hardware, Software, and Data Inventories..............................12
Area #4 – Contracts for IT Services .........................................................................14
Area #5 – Virus Protection.......................................................................................15
Area #6 – Patch Management.................................................................................16
Area #7 – Access Controls.......................................................................................16
Area #8 – Online Banking.......................................................................................18
Area #9 – Wireless Network ................................................................................. 20
Area #10 – Firewalls and Intrusion Detection...........................................................23
Area #11 – Physical Controls.................................................................................. 25
Area #12 – Service Continuity and Disaster Recovery ............................................. 25
Additional Resources.................................................................................................. 27
Security Self-Assessment............................................................................................28
Central Office Directory.............................................................................................. 35
Regional Office Directory........................................................................................... 36

Appendix IV - Pages 29-70

Appendix IV - Pages 29-70

Many local governments and school districts invest a considerable amount
of resources in information technology (IT) including computers and related
equipment, software, and costs related to Internet access and personnel
training. They rely on IT systems for storing important financial and
nonfinancial information, accessing the Internet, communicating through
email, and reporting to State and federal agencies. These systems and the
data they hold are valuable and need to be protected from unauthorized,
inappropriate, and wasteful use. Protecting IT assets is especially important
as the number of instances of people with malicious intent trying to harm
computer networks and/or gain unauthorized access to information through
the use of viruses, malware, and other types of attacks continues to rise.

Although no

Although no single practice or policy on its own can adequately safeguard
your technology investment, there are a number of controls that, if
appropriately implemented and monitored, collectively increase the odds
that your systems and data will remain safe. Management, including the
governing board, is responsible for ensuring that the right IT controls are
in place, and that they are performing as intended. Given the rapid pace of
technological innovation, the ever increasing sophistication and number of
threats facing computer systems and the fact that IT is only one aspect of
management’s responsibilities, this can be a formidable task.

investment, there

The following guidance is intended to make the oversight of information
technology less daunting by providing a template for understanding and
strengthening controls over IT. It includes a Security Self-Assessment,
structured around 12 key areas of IT security, that is intended to help you
exercise effective oversight of IT operations and serve as a starting point
for discussions with personnel who are responsible for the day-to-day
management of your computer operations. Since the assessment is geared
toward small- to medium-sized computer operations, we limited the number
of questions; there are many more questions you could and possibly should
ask about your IT internal controls.

and monitored,
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Responsibility for IT Internal Controls

Internal controls
over IT seek
to ensure that
computer systems
and the data they
process, transmit,
and store can
be trusted, are
available when
needed, and
are adequately
protected from
unauthorized
access and use.

Internal controls are essential to the effective operation of local governments
and school districts. They encompass the policies, procedures, and activities
designed to provide reasonable assurance that operations are going according
to plan. In general, properly designed and functioning controls reduce the
likelihood that significant errors or fraud will occur and remain undetected.
Internal controls over IT seek to ensure that computer systems and the data
they process, transmit, and store can be trusted, are available when needed,
and are adequately protected from unauthorized access and use.
The governing board’s responsibilities for internal controls primarily involve
oversight, authorization, and ethical leadership. Generally, governing boards
do not design internal controls or develop the written policies they adopt.
The governing board relies upon management, primarily the chief executive
officer (CEO), to create the policies needed to ensure that services are
provided effectively and assets are safeguarded. The CEO in turn relies upon
managers and department heads to recommend and implement procedures.
Some local governments and school districts employ an IT vendor for
assistance with IT internal controls.
An important way that governing boards fulfill their oversight responsibilities
is by asking questions related to controls over financial and IT systems.
Depending on how IT responsibilities are assigned, those questions might be
directed to the CEO, IT manager, department head(s), and/or an IT vendor.
Asking the right questions is not only an effective way to exercise oversight,
it can be done at little or no cost. On the other hand, not asking the right
questions may potentially expose computer systems, software, and data to loss
or unauthorized use, which could prove to be very expensive.
It is understandable that someone with little or no IT knowledge might
be apprehensive about asking questions concerning IT internal controls.
However, a governing board has responsibility for the oversight of the
entity’s IT operations—whether or not its members are knowledgeable
about computers or feel comfortable discussing IT. As you will note after
reviewing the IT Governance Security Self-Assessment included at the end
of this document, a background in IT is not necessary to ask questions
about key IT internal controls and understand the answers. Extensive
IT knowledge is also not necessary to perform certain procedures (e.g.,
review documents or reports) that can corroborate the answers to the selfassessment questions and help you understand the controls better.
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Introduction to IT Security Fundamentals
Prior to examining your entity’s IT internal controls, it is important to
understand two concepts that are fundamental to how IT professionals
approach data, network, and system security: the CIA triad and defensein-depth. These concepts highlight the importance of looking at controls
both individually and collectively and will help you place the internal
controls in context.
CIA Triad
The CIA triad refers to an information security model made up of three
main components: confidentiality, integrity, and availability. Each component
represents a fundamental objective of information security. The CIA triad
is a well-known model in information security development. It is applied
in various situations to identify problems or weaknesses and to establish
security solutions. The model is an industry standard with which most
information systems professionals should be familiar.
• Confidentiality is closely
linked with privacy and
relates to preventing or
minimizing unauthorized
access to, and disclosure
of, data and information.
To ensure confidentiality,
information must be
organized in terms of who
ought to have access to it
as well as its sensitivity.
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• Integrity is focused on ensuring that data is not tampered with
during or after submission. Having accurate and complete data is
essential for good decision-making. What good is the information if
it cannot be trusted?
• Availability means that the information is available when it is needed.
Data that cannot be accessed will prove to be of little value. The most
available systems are accessible at all times and have safeguards against
power outages, natural disasters, hardware failures, systems upgrades,
and attempts by individuals with malicious intent to cause disruption.
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Defense-in-depth
Defense-in-depth refers to the implementation of multiple layers of security
to protect data, networks, and systems. Building successive layers of defense
mechanisms at strategic points in the IT infrastructure can reduce the risk
of a successful attack by someone with malicious intent and is considered a
best practice by IT security professionals. A combination of controls helps
ensure that your system does not become overly dependent on any one
control or layer of security, and provides added protection in case a layer of
security fails to function properly or does not prevent or stop a threat to
your data or system. There is no single control that can be used to adequately
protect against today’s sophisticated threats; only a combination of multiple
preventive and detective controls will keep your data and systems safe.

Information Technology Governance:
Security Self-Assessment
The Security Self-Assessment at the end of this document addresses key
areas of IT internal controls such as policy, training, access and monitoring.
Several of the main questions include follow-up questions that will provide
information helpful for evaluating the answers. For example, one of the
questions is: “Were all computer users provided IT security training?” The
question is followed by a prompt to record the date(s) of training and who
attended, if applicable. If all computer users were provided with IT security
training but that training occurred six years ago, the governing board may
want to consider arranging for additional training or a refresher in the near
future. Likewise, if only a small handful of computer users have received IT
security training, the governing board should be aware of that as well.
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Some questions are followed by a suggested step you can take to verify and better
understand the answer provided. For example, if an up-to-date list of computer
equipment is maintained, you could obtain a copy of the inventory listing and
review it for reasonableness (i.e., does the inventory make sense given what you
know about the entity and its operations). This would help you assess whether
the list is truly up-to-date. For example, if the inventory of computer equipment
does not include any laptop computers yet you have observed your municipality
or school district staff working on laptop computers, you may want to ask a
follow-up question about the apparent omission from the records. Similarly, when
completing the access controls section of the assessment, you could review a
current list of authorized computer users and their levels of access. If names on
the list are unrecognizable or if the list contains individuals no longer employed
by the municipality, you could ask appropriate follow-up questions. In addition,
questions about access to particular software applications may arise. For example,
a member of the governing board may notice that someone with no accounting
responsibilities has access to the entity’s accounting program.
The following guidance will help you to understand each control on the selfassessment and why it is important to the security and oversight of your computer
operations. It should be noted that the manner in which the answers to the
questions are obtained is up to the governing board. Board members could
interview the IT manager and/or IT vendor (if applicable) in person, and ask
follow-up questions or obtain additional information for clarification purposes
at that time. Alternatively, the governing board could give the self-assessment to
the appropriate responsible parties and ask that they complete and return it. In
any event, the governing board will probably need to speak with IT personnel to
ask additional questions, obtain more details regarding the answers provided and
discuss the next steps to be taken. Since computing environments change over
the course of time, governing boards should periodically review IT controls. We
recommend that this be done at least once a year.
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IT Security: Top 12 Areas of Concern

Computer

Area #1 – IT Policy

policies define

Computer policies define appropriate user behavior, describe the tools and
procedures needed to protect data and information systems, and explain
the consequences of policy violations. The governing board should provide
important oversight and leadership by establishing computer policies that take
into account people, processes, and technology; communicating the policies
throughout the organization; and ensuring there are procedures in place to
monitor compliance with policies.

appropriate user
behavior, describe
the tools and
procedures needed
to protect data
and information
systems, and
explain the
consequences of
policy violations.

Your unique computing environment should dictate the content and number
of policies necessary. A small entity with uncomplicated, modest computing
resources may only need a few policies to cover relevant computing issues
adequately. Larger entities with complex systems may need several policies
to convey management’s expectations and ensure effective operation. While
computer policies will not guarantee the safety of your computer system, a lack
of appropriate policies significantly increases the risk that data, hardware, and
software systems may be lost or damaged by inappropriate access and use.
Possible types of computer policies include but are not limited to:
• Breach Notification Policy – New York State Technology Law Section 208
requires local governments to establish an information breach notification
policy. The policy should detail how officials would notify State residents
whose private information was, or is reasonably believed to have been,
acquired by a person without a valid authorization. The disclosure should be
made in the most expedient time possible and without unreasonable delay,
consistent with the legitimate needs of law enforcement and any measures
necessary to determine the scope of the breach and restore the reasonable
integrity of the data system. If you fail to adopt an information breach
notification policy and private information is compromised, officials and
employees may not understand or be prepared to fulfill their legal obligation
to notify affected individuals.
• Internet, Email, and Personal Computer Use – This policy should
describe what constitutes appropriate and inappropriate use of IT
resources, along with your expectations concerning personal use of IT
equipment and user privacy (e.g., management reserves the right to examine
email, personal file directories, web access, and other information stored on
local government computers, at any time and without notice). It should also
describe the consequences for policy violations (e.g., an employee found
to have violated the policy may be subject to disciplinary action, up to and
including termination of employment).
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• Use of and Access to Personal, Private, and Sensitive Information –
This policy should: define personal, private, and sensitive information
(PPSI); explain the entity’s reasons for collecting PPSI; and describe
specific procedures for the use, access to, storage, and disposal of PPSI
involved in normal business activities.

While computer

• Password Security – This policy should address password complexity,
length, age requirements, reuse of old passwords, and the number of
failed log-on attempts the system will allow.

the safety of

• Wireless Security Policy – This policy should specify the conditions
that wireless infrastructure devices must satisfy to connect to the
entity’s network. The policy should also indicate who is covered by
the policy (e.g., all employees, contractors, consultants, temporary, and
other workers) and describe the consequences of violating the policy.

system, a lack

• Mobile Computing and Storage Device Policy – The purpose
of this policy is to control mobile computing and storage devices
that contain or access your information resources. It should define
the devices covered (e.g., organizationally owned and/or personally
owned), procedures for reporting lost or stolen mobile computing
and storage devices, the process used for gaining approval before
connecting new devices to the system, and other user responsibilities.

significantly

• Online Banking – Before an entity begins processing financial
transactions electronically, it should have a comprehensive policy that
addresses online banking activities. The policy should include the
following, consistent with the statutory and other legal responsibilities
of the officers and employees involved:

software systems

• What online banking activities will be used

policies will
not guarantee
your computer
of appropriate
policies
increases the
risk that data,
hardware, and
may be lost or
damaged by
inappropriate

• What specific transaction types will be allowed

access and use.

• Who will authorize transactions
• Who will record transactions/transfers
• Who has access to online banking
• Who will review and reconcile transfers, and how often
• The procedures that will be followed when responding to potential
fraudulent activity.
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Area #2 – IT Security Training and Awareness
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The IT security community often identifies people as the weakest link in
the chain to secure data and systems, so it’s no surprise that good internal
controls should include entity-wide IT security training and awareness
efforts that are closely tied to the organization’s IT policies. Entities cannot
protect the confidentiality, integrity, and availability of their data and
computer systems without ensuring that the people who use and manage IT
understand organizational IT security policies and procedures and their roles
and responsibilities related to IT security.
There have been many accounts of users whose actions caused significant
harm to computer systems or financial losses. They may have been
fooled, via social engineering scams,1 into providing their passwords,
opening harmful attachments, or visiting malicious websites. Even system
administrators, who are typically regarded as having advanced IT knowledge,
have been tricked into performing actions that threatened or caused harm
to their systems. The success of social engineering, coupled with the neverending flow of new and innovative threats, underscores the importance of
including all users in IT security training. It is also important to update the
training material periodically to address new technologies, threats, and any
changes to your computing environment.
IT security training should explain the proper rules of behavior for using your
IT systems and data, and communicate the policies and procedures that need
to be followed. The content of training programs should be directed at the
specific audience (e.g., user or system administrator) and include everything
related to IT security that attendees need to know in order to perform their
jobs. While your IT policies tell users what to do, training provides them
with the skills to do it. IT security awareness efforts should reinforce your IT
policies and training, and can focus attention on security in general or some
narrow aspect of security (e.g., the dangers of opening an unknown email or
attachment or how to maintain laptop security while traveling).

Social engineering is a term that describes a nontechnical kind of intrusion that often involves tricking people into breaking
normal security procedures. Social engineers, otherwise known as con artists or confidence men, have become extremely
adept at siphoning small bits of information from various sources and putting them together to conduct a very convincing
lie. For example, from a municipal website, an attacker may be able to glean the names and some personal information of
all the elected officials, board members, and possibly even contractors working for the local government. The name of
the web designer or the web design company will also be present. With a little research into the local area, a skilled social
engineering can conduct an attack whereby they call a municipal official, pretend to be an employee of the web design firm,
use the first names of other officials or workers to sound legitimate, perhaps even add information about a local business or
event, and convince the official to give up some sensitive information, such as a password, PIN, or device type and version.
If the attacker can make a visit to the local government, his chances of a successful attack could increase. Often, the names
and telephone numbers of IT consultants are placed on devices such as printers and fax machines. Other common social
engineering schemes include shoulder surfing, tailgating, dumpster diving, and simply asking questions in a nice manner.
Office of the State Comptroller
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The failure to provide IT security training and raise awareness increases the
risk that users will not understand their responsibilities, putting the data and
computer resources with which they have been entrusted at greater risk for
unauthorized access, misuse, or abuse. For example, without training and
awareness, officers and employees may not be prepared to fulfill their legal
obligation to notify affected individuals when personal, private, or sensitive
information is compromised.

The failure to

Local officials sometimes say that they cannot afford the cost of IT security
training and awareness. Fortunately there are a number of no-cost or lowcost solutions available from a variety of sources.

increases the risk

training and
raise awareness
that users will not
understand their

New York State Office of Cyber Security (NYS OCS)

responsibilities,

www.dhses.ny.gov/ocs
The NYS OCS is dedicated to protecting the State’s cybersecurity
infrastructure by identifying and mitigating vulnerabilities, deterring and
responding to cyber-events, and promoting cybersecurity awareness. Its
website contains a wealth of information such as model policies, best
practices, alerts and advisories, free training opportunities, and education
and awareness materials. The Local Government Resources page, www.
dhses.ny.gov/ocs/local-government, includes individual tabs for
Government Officials, Technical Staff, Awareness, Training, and Events.
Government Officials – Provides reference materials designed for
elected officials, administrative officials, and business managers. The
topics include: Risk Management, Guidelines for Backing Up Information,
Internet and Acceptable Use Policy Template, Beginners Guide to Firewalls, and
Secure Credit Card Payment Process.
Technical Staff – Provides links to OCS cybersecurity advisories
such as: A CEO’s Guide to Cyber Crime, Web 2.0 Security for Businesses and
Employees, and Information and Recommendations Regarding Unauthorized Wire
Transfers Relating to Compromised Cyber Networks, as well as advisories
and headlines from the Multi-State Information Sharing and Analysis
Center (MS-ISAC).
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The major
associations
(e.g., New York
Conference of
Mayors, New
York State School
Boards Association)
offer low-cost
training on timely
and relevant IT
security issues
that is delivered
by qualified
presenters.

Awareness – Offers links to Monthly Tips Newsletters that local
governments and school district officials are encouraged to
download, customize with their own official headings and distribute
to their employees, and to White Paper Resources and Publications
issued by the MS-ISAC.
Training – Offers links to a variety of training videos such as Cyber
Security User Awareness, Cyber Security Training for Business Managers, and
Information Classification Training, and to various computer-based training
courses such as the SANS Institute’s webcasts. There is also a link to
a mailbox where local government and school district officials may
contact OCS for additional information. Lastly, OCS offers free, five-day
training sessions throughout the year on topics such as Cyberterrorism
First Responders and Comprehensive Cyberterrorism Defense.
Events – Links to the free Annual Cyber Security Conference, recorded sessions
of past presentations, and live or archived bi-monthly national webcasts.
United States Computer Emergency Readiness Team (US_CERT)
http://www.us-cert.gov/
Four products in the National Cyber Alert System offer a variety of
information for users with varied technical expertise. Those with more
technical interest can read the Technical Cyber Security Alerts or the Cyber
Security Bulletins. Users looking for more general-interest pieces can read
the Cyber Security Alerts and Cyber Security Tips. A free subscription to any
or all of the National Cyber Alert System products ensures access to timely
information about security topics and threats.
Municipal and School District Associations
The major associations (e.g., New York Conference of Mayors, New York
State School Boards Association) offer low-cost training on timely and
relevant IT security issues that is delivered by qualified presenters.

Office of the State Comptroller
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TEEX Domestic Preparedness Campus

Your personnel

http://www.teexwmdcampus.com/index.k2
This website is a joint effort of the Department of Homeland Security,
FEMA, and the Texas A&M University system. It has a free online training
program entitled DHS/FEMA Certified Cyber Security Training that is eligible
for continuing professional education credits. The program includes 10
courses in three discipline-specific tracks: non-technical for end-users,
technical for IT professionals, and business managers and professionals.

should

In-House Training and Awareness

about potential

Developing and delivering IT security training, and maintaining IT security
awareness, does not have to be an elaborate, expensive endeavor. It can
be as simple as gathering staff together to review your policies collectively
and having a roundtable discussion on security matters applicable to your
computing environment. The discussions could center on: emerging trends
in information theft and other social engineering reminders; limiting the
type of personal, private, and sensitive information collected, accessed,
or displayed to that which is essential for the function being performed;
malicious software; virus protection; the dangers of downloading files and
programs from the Internet; passwords; Wi-Fi security; and/or how to
respond if a virus or an information security breach is detected. Awareness
efforts could also include disseminating applicable security alerts from
the organizations mentioned above and/or sending out periodic security
reminders via email that address some aspect of your IT security policy.

threats, and

IT security training and awareness is an essential part of protecting computer
systems and data. Your personnel should understand their IT responsibilities,
be knowledgeable about potential threats, and be prepared to respond
appropriately to everyday computing challenges, as well as less frequent
events such as the loss of personal information. The growing availability
and ease of obtaining free and low-cost training and awareness materials
eliminates any excuse for not having a well-informed work force.
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Area #3 – Computer Hardware, Software, and Data Inventories

Since different
kinds of
information
require different
levels of
protection, the
nature of the
data has to be
evaluated so
that appropriate
internal controls
can be established
and monitored.

Entities should maintain detailed, up-to-date inventory records for all
computer hardware, software, and data. The information maintained for
each piece of computer equipment should include a description of the item
including the make, model, and serial number; the name of the employee to
whom the equipment is assigned, if applicable; the physical location of the
asset; and relevant purchase or lease information including the acquisition
date. Software inventory records should include a description of the item
including the version and serial number, a description of the computer(s) on
which the software is installed, and any pertinent licensing information.
In addition to hardware and software inventories, entities should maintain an
inventory of information assets (i.e., data) that classifies the data according to
its sensitivity and identifies where the data resides (e.g., servers, workstations,
and laptops). Since different kinds of information require different levels
of protection, the nature of the data has to be evaluated so that appropriate
internal controls can be established and monitored. Data classification is
the process of assigning data to a category that will help determine the level
of internal controls over that data. In some instances, laws, regulations, or
an entity’s policies predefine the classification of each data type. Here is an
example of a data classification scheme:
• Public – Information that is widely available to the public through
publications, pamphlets, web content, and other distribution methods.
• Internal Use – Routine operational information that is not approved
for general circulation and where unauthorized access, modifications,
or disclosure would be inconvenient but would not result in financial
loss or damage to public credibility. Examples include routine
correspondence, employee newsletters, internal phone directories, and
internal policies and procedures.
• Confidential – Confidential data is information that, in the event
of unauthorized access, modifications, or disclosure, could result in
significant adverse impacts on an organization’s ability to perform
critical work or compromise the integrity of the organization, its
employees, its customers, or third parties. Examples include data
used to produce payroll or vendor payments, preliminary drafts of
bid specifications, and employee system passwords. It also includes
any information concerning a person that can be used to identify, or
assume the identity of, the individual. Examples include Social Security
numbers and the combination of name, address, and date of birth.
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• Restricted Confidential – Information where loss, unauthorized
modification, or disclosure is likely to result in the most serious impacts
to an organization’s ability to fulfill its responsibilities. Examples
include the organization’s strategy for defending lawsuits, preliminary
investigation results, and assessments of security vulnerabilities.
Entities cannot properly protect their computer resources, including
data, if they do not know what resources they have and where those
resources reside. The failure to maintain detailed, up-to-date hardware,
software, and information inventory records exposes these valuable assets
to an increased risk of loss, theft, or misuse. Without proper identification
of all devices on a network, unauthorized devices and software can be
easily introduced, putting organizational data at risk. A single compromised
device can become a launching point for further network attacks, quickly
turning one compromised machine into many. Furthermore, accurate
inventory records are essential for effective patch management (see Area
#6 – Patch Management) and software licensing compliance.2 Poor records
makes it unlikely that software patches necessary to address known security
vulnerabilities can be applied on a timely basis, if at all. In addition,
insufficient records increase the likelihood that you may inadvertently violate
copyright laws by having more software users than licenses for a particular
application and incur penalties as a result. The accuracy of inventory records
should be verified through periodic physical inventories.

2

The failure to
maintain detailed,
up-to-date
hardware, software,
and information
inventory records
exposes these
valuable assets
to an increased
risk of loss, theft,
or misuse.

Software typically comes with a license that grants end-users permission to use one or more copies of the product. Entities
commonly closely track their license usage to help ensure they don’t inadvertently utilize software in a manner that might
constitute copyright infringement. The illegal use or distribution of software, also known as software piracy, can result in
considerable penalties.
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Area #4 – Contracts for IT Services

Developing a
good SLA takes
some effort, but
can help avoid
potentially costly
misunderstandings
and establish
an efficient,
secure computing
environment.

Entities increasingly rely on third parties to provide a variety of IT-related
services. For your protection and to avoid potential misunderstandings,
there should be a written agreement between the entity and the computing
service provider that states the entity’s needs and expectations, and specifies
the level of service to be provided by the independent contractor/vendor. In
our experience, many of the IT contracts or service level agreements (SLAs)
entities enter into are vague in terms of the services contracted for and the
expected quality of those services. Such poorly worded agreements can,
among other things, contribute to confusion over who has responsibility for
various aspects of the IT environment (i.e., the entity or contractor), which
ultimately puts the entity’s data and computer resources at greater risk for
unauthorized access, misuse, or loss.
The components of an SLA vary but can include identification of the
parties to the contract; definitions of terminology; term/duration of
agreement; scope/subject; limitations (what, if anything, is excluded); service
level objectives and performance indicators; roles and responsibilities;
nonperformance impact; pricing, billing, and terms of payment; security
procedures; audit procedures; reporting; review/update; and approvals.
Generally speaking, the more specific the SLA, the better; there should
be no uncertainty about what the contractor will deliver, when it will be
delivered, and how much it’s going to cost. A vague agreement can lead to
additional costs or cost increases you were not expecting.
It is very important for an SLA to establish measurable targets of performance
so a common understanding of services can be achieved. For example, if you
contract with an IT vendor to administer patch management with the goal of
ensuring that patches and updates that are released throughout the year are
installed on a timely basis, the SLA should indicate exactly what operating
system(s) and application(s) are covered and what “timely” means (e.g., is
the expectation that patches be applied as soon as available, on a weekly
basis, or on a quarterly basis?). An SLA with a cloud service provider could,
for example, indicate that you will have availability to an application 99.95
percent of the time, and allow the municipality to reduce its payment by a
given percentage if that is not achieved.
Many IT service providers have standard SLAs – reflecting various levels of
service at different prices – that can be a good starting point for negotiation.
Ideally, SLAs should be reviewed by knowledgeable IT staff and/or legal
counsel, and periodically re-reviewed, especially if your IT environment
or needs change significantly. Developing a good SLA takes some effort,
but can help avoid potentially costly misunderstandings and establish an
efficient, secure computing environment.
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Area #5 – Virus Protection
A key IT control is the implementation and maintenance of adequate virus
protection, including the updating of virus definitions. Without current
virus definitions, protection is limited and leaves computers at risk of
being compromised by new types of threats. Viruses can corrupt data and
make computers and networks inoperable. Damage caused by viruses can
be expensive to fix and can cause significant losses in productivity until
corrected. Antivirus definitions should be updated daily and set to scan for
threats throughout the day.
Some entities use a mix of purchased and free antivirus software
(downloaded from the Internet). While there is nothing inherently wrong
with using different kinds of antivirus software, it may make timely,
coordinated management of antivirus protection more challenging. The
use of free antivirus software should be carefully considered. Due to the
nature of the free license agreements, most free antivirus software is for
home use only.
Some malicious content is written to automatically propagate, or spread
itself, across any new system it discovers. Because malware can be embedded
onto a wide variety of devices, it is in the best interest of any organization to
force scans of any newly discovered devices, such as flash drives and digital
cameras, while the autoplay feature for USB devices should be disabled.

A key IT
control is the
implementation
and maintenance
of adequate
virus protection,
including the
updating of virus
definitions.

If antivirus is installed on a computer running Microsoft Windows, an
icon should be present near the system clock on the taskbar. Right-clicking
on the icon will bring up a menu which allows access to the program’s
registration information, latest update, and version number. If an icon
is not present, the antivirus program may be accessed through the Start
Menu or the Control Panel.
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Area #6 – Patch Management

The first step in
implementing
adequate access
controls is
determining what
level and type
of protection is
appropriate for
various resources
(e.g., data) and
who needs access
to these resources.

A “patch” is software that is used to correct a problem, such as a security
vulnerability, that exists within an application or an operating system.
Security vulnerabilities in software can be exploited to infect a computer
with a virus, spyware, or other malicious agents, or to gain access privileges
illicitly. When security vulnerabilities in software are discovered, the
software vendor typically issues a patch (fix) to correct the problem. The
patch should be applied as soon as possible to reduce the likelihood that
someone with malicious intent could successfully exploit the vulnerability.
You should adopt patch management policies and procedures that ensure
that all patches and updates are rolled out on a regular basis.
Area #7 – Access Controls
The first step in implementing adequate access controls is determining
what level and type of protection is appropriate for various resources (e.g.,
data) and who needs access to these resources. The objectives of limiting
access are to ensure that: outsiders (e.g., attackers) cannot gain unauthorized
access to your systems or data, access to sensitive resources such as
operating systems and security software programs are limited to very few
individuals who have a valid business need for such access, and employees
and contractors are restricted from performing incompatible functions or
functions beyond their responsibilities.
There should be written procedures in place for granting, changing, and
terminating access rights to the overall networked computer system and to
specific software applications. These procedures should establish who has
the authority to grant or change access (e.g., department manager approval)
and allow users to access only what is necessary to complete their job duties.
Access rights should be updated as necessary; inactive, retired, or terminated
accounts should be disabled or removed from the network in a timely manner.
You should periodically compare the employee master list (as maintained
by the personnel or payroll department) to the list of network user accounts
to determine if user accounts belong to current employees. A review of
all system accounts should be periodically conducted and any account
that cannot be associated with an authorized user or application should
be disabled. Furthermore, you should establish and follow a process for
revoking system access by disabling accounts immediately upon termination
of an employee or vendor. After an account is disabled, any files associated
with that account should be moved to a secure file server for analysis by IT
or management personnel. Where possible, system administrators should
monitor attempts to access disabled accounts through audit logging.
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To help ensure individual accountability within the network, each user
should have his or her own network account (username and password).
Likewise, to help ensure individual accountability within software
applications, each user should have his or her own user account (username
and password). If users share accounts, accountability is diminished and
activity in the system may not be able to be traced back to a single user.
Access should be assigned within the network based upon what resources a
user needs to complete his/her job duties. For example, if there are shared
folders on the network, a user within the highway department should
only have access to the folders he or she needs—which would most likely
not include the personnel department’s folders. Likewise, someone with
accounting duties should only have access to the portion of your financial
accounting system he or she needs to perform the job.

Access should be
assigned within
the network
based upon what
resources a user
needs to complete
his/her job duties.

Users should be able to set their own passwords. If passwords are set for users,
there is limited accountability because someone else knows the password.
Holding passwords to certain requirements makes passwords more difficult
to crack or be easily guessed. Here are some criteria you should consider with
regard to passwords:
• Complexity Requirements–A complex password should contain at
least one uppercase character, one lowercase character, one numeric
character, and one special character (e.g., %, #, @) and not include
names or words that can be easily guessed or identified using a
password-cracking mechanism or dictionary. Furthermore, the
password should not contain any part of the account, network, or
municipality names.
• Length–Passwords should be sufficiently long; that is, at least eight
characters in length. Passwords longer than eight characters may
provide greater security, but those benefits could be offset by people
having to write down the password in order to remember it.
• Aging–Passwords should be changed periodically, about every 30
to 90 days. The more sensitive the system or data involved, the more
frequently passwords should be changed.
• Reuse of Old Passwords–Users should be prohibited from reusing
their last six passwords at a minimum.
• Failed Log-On Attempts–To prevent password guessing and online
password attacks, failed log-on attempts should be limited to three to
seven consecutive attempts.
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Area #8 – Online Banking

Some of the more
popular types of
electronic fraud
targeting online
banking that
have emerged
are phishing
attacks, malware,
and pharming.

There has been a significant increase in fraud involving the exploitation
of valid online banking credentials. Some of the more popular types of
electronic fraud targeting online banking that have emerged are phishing
attacks,3 malware,4 and pharming.5 In a typical scenario, the targeted
user receives an email which either contains an infected attachment, or
directs the recipient to a malicious website. Once the recipient opens the
attachment or visits the website, malware containing a key logger or other
data harvesting and reporting mechanism is installed on his/her computer,
or the user is prompted to input his/her user name and password, which
are collected for malicious use. A key logger is a small application that
harvests login information, allowing the perpetrator to masquerade as
the legitimate user or create another user account. Thereafter, fraudulent
electronic cash transfers are initiated and directed to bank accounts in the
United States or foreign countries.
Despite online banking establishments’ security controls, there is no way
to absolutely guarantee the safety of online banking. The tactics used to
commit fraud can range dramatically in sophistication and continually evolve
over time. Likewise, there is no single control that is most effective against
cyberattacks. A best practice for protecting IT systems and information is
to build successive layers of defense mechanisms, a strategy referred to as
defense-in-depth, a concept discussed earlier in this document.

3

Phishing attacks use fake email messages pretending to represent a bank. The email requests information such as name,
password, and account number and provides links to a counterfeit website.

4

Malware is malicious software that is typically installed without the user’s knowledge or consent. Such programs can capture
keystrokes for login information, monitor and capture other data to authenticate identity, generate web pages that appear to
be legitimate but are not, and hijack a browser to transfer funds without the user’s knowledge, among other things. Viruses,
trojans, spyware, rootkits, and worms are all examples of malware.

5

Pharming involves the installation of malicious code on a computer and can take place without any conscious action on the
part of the user. For example, a user can open an email or email attachment that installs malicious code and later redirects the
user to a fake website that closely resembles a particular bank’s site. Information provided while on the fake website is visible
to an attacker.
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Entities should have both technology-based (e.g., up-to-date virus
protection) and nontechnical controls (e.g., written policies and recurring
information security awareness training for all employees who use
computers connected to the Internet and/or the local government’s
network). Furthermore, although online banking fraud is often committed
by external parties, risks posed by employees must also be considered. The
ease and speed with which large amounts of money can be transferred
between accounts and banks requires heightened attention to traditional
internal controls, such as the proper segregation of duties and timely
reviews of online banking transactions.
Whenever possible, a wired rather than wireless network should be used for
financial transactions. If a wireless network must be used, certain security
measures should be in place (see Area #9 – Wireless Network). It is also
critical that bank accounts be monitored on a timely basis, at least
every two or three days, for unauthorized or suspicious activity. Any
suspicious activity should be immediately report to banking officials
and/or law enforcement. The window of time in which recoveries can be
made from fraudulent online banking transactions is limited, and a rapid
response may prevent additional losses.
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Area #9 – Wireless Network

Wireless networks
are exposed to
many of the same
types of threats
and vulnerabilities
as wired networks,
including viruses,
malware,
unauthorized
access, and loss
of data.

Wireless networks are exposed to many of the same types of threats and
vulnerabilities as wired networks, including viruses, malware, unauthorized
access, and loss of data. However, they are considered inherently less secure
than wired networks because their information-bearing signals are broadcast
or transmitted into the air. These traveling signals can, potentially, be
intercepted and exploited by individuals with malicious intent. Since wireless
networks are used as extensions of wired networks, the security problems
of a wireless segment can affect an entire network. A wireless environment,
therefore, requires certain additional security precautions.
Wireless Access Points (WAPs)
Wireless networks differ from wired networks in that they move data using
radio frequency transmissions instead of establishing connections through
network cables. Radio frequency has characteristics that make it well-suited
for wireless communication—it can travel long distances and can penetrate
solid objects. A wireless network employs wireless access points (WAPs)
that are physically connected to the network through a networking cable,
and wireless network interface cards (NICs) that are installed in each client
device (e.g., computer, smartphone). The WAPs and wireless NICs send and
receive radio frequency transmissions, thereby collectively establishing the
wireless link. Since radio frequencies are relatively unimpeded by physical
structures such as walls and windows, WAP signals can be picked up some
distance away from the building in which they originate.
The physical deployment of wireless networking devices is the foundation on
which a secure environment is created. Local governments should have the
minimum number of WAPs necessary to meet their needs. WAP coverage
should radiate out to the windows, but not beyond, to limit the ability of
unauthorized users to gain access to the network. Management should
consider locating WAPs toward the center of the building rather than near
windows. If the access points are located near the windows, a stronger signal
will be radiated outside the building, making it easier for people to find the
access points. The goal is to avoid broadcasting where it is not necessary.
WAPs should also not be located near interfering appliances (e.g., microwave
ovens) which can adversely affect performance.
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SSID
The name of the wireless network is known as the service set identifier
(SSID). It is a name or description that is used to differentiate networks from
one another. When wireless devices detect a network, the SSID is the name
that is displayed. Most WAPs come with a default network name and similar
models from the same manufacturer typically come with the same default
network name (e.g., the default network name for most Linksys brand WAPs
is LINKSYS). WAPs can be configured to either broadcast the SSID (open
network) or could be set to disable broadcast (closed network).
• Best Practice–Change the SSID to a name that does not include
identifiable information about the entity. Not changing the default SSID
or using an SSID that identifies the WAP as belonging to a particular
entity makes it easier for an unauthorized user to identify a specific
target and gain access to that target faster.6
• Best Practice–Disable broadcast of the SSID so that wireless devices
will not see the network name when they search for all available
networks. This means that authorized end users will have to type in the
SSID rather than select it from a listing of available wireless networks.
With SSID broadcasting disabled, a password guessing attempt will have
to guess the SSID along with the password or move to more advanced
attacks to be successful.

The name of the
wireless network
is known as
the service set
identifier (SSID).
It is a name
or description
that is used to
differentiate
networks from
one another.

• Best Practice–Change the SSID with some regularity to account for
employees who are no longer authorized users (e.g., terminated employees).

6

For example, the Town of Safeville SSID should not be “townsafeville.”
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The security
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Encryption
The security options available on a WAP generally range from no security
to high security. A WAP can be set up to require the use of a password
(different from the administrative password mentioned above) by any
wireless device authorized to connect to the network, as well as to determine
which wireless encryption7 method is used, if any. Currently, encryption
options will include:
• WEP (Wired Equivalent Privacy)–WEP was the first encryption
method available to wireless networks. Since there are free tools
available on the Internet to crack a WEP key, it is not considered a
secure method of encryption.
• WPA (Wi-Fi Protected Access)–WPA encryption fixes the
shortcomings of WEP. Since its initial development, an even more
enhanced version has emerged, WPA2. Given the choice between
WPA and WPA2, WPA2 would represent the most secure option.
• Best Practice–Enable the most secure encryption available
(currently WPA2).
• Best Practice–Require the use of a strong password by any
user authorized to connect to the network.
• Best Practice–The Wi-Fi access password should not include
any portion of the network name or any words identifying
the organization.

7

Encryption is the process of transforming information (plaintext) using an algorithm (cipher) to make it unreadable to anyone
except those possessing special knowledge, usually referred to as a key, to decrypt the information.
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Area #10 – Firewalls and Intrusion Detection

Understanding
Firewalls
Networks that are connected to the Internet are physically connected
to unknown networks and their users all over the world. While such
connections are often useful, they also increase the vulnerability of
computerized information to access and attack from unauthorized
individuals. Firewalls consist of hardware and/or software that enforce
boundaries between computer systems and the Internet. Firewalls control
network traffic flows, using rule sets which specify which services will pass
through the firewall and which services are kept out. Firewalls can also act
as effective tracking tools and can perform important logging and auditing
functions. For these reasons, the network administrator should log and
periodically review firewall activities/events.
There are several types of firewalls, each with varying capabilities to
analyze network traffic and allow or block specific instances by comparing
traffic characteristics to existing policies. Understanding the capabilities
of each type of firewall, designing firewall policies, and acquiring firewall
technologies that effectively address an organization’s needs are critical to
achieving protection for network traffic flows.
There are many aspects to firewall management. For example, choosing
the type or types of firewalls to deploy and their positions within the
network can significantly affect the security policies that the firewalls
can enforce. Firewall rules may need to be updated as the organization’s
requirements change, such as when new applications or hosts are added
to the network. Firewall performance also needs to be monitored so that
potential resource issues can be identified and addressed before components
become overwhelmed. Logs and alerts that firewalls generate should also
be continuously monitored to identify attempts to bypass network security
controls—both successful and unsuccessful. Firewall rule sets and policies
should be managed by a formal change management control process because
of their potential impact to security and business operations, with rule set
reviews or tests performed periodically to ensure continued compliance with
the organization’s policies. Firewall software should be patched regularly as
vendors provide updates to address vulnerabilities and increase functionality.
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Intrusion detection
is the process of
monitoring the
events occurring
in a computer
system or network
and analyzing
them for signs
of possible
incidents, which
are violations or
imminent threats
of violation
of computer
security policies,
acceptable use
policies, or
standard security
practices.
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Intrusion Detection
Intrusion detection is the process of monitoring the events occurring in
a computer system or network and analyzing them for signs of possible
incidents, which are violations or imminent threats of violation of computer
security policies, acceptable use policies, or standard security practices.
Network-based intrusion detection systems (IDSs) capture or “sniff” and
analyze network traffic in various parts of a network. On the other hand,
host-based IDSs analyze activity to and from a particular computer or host.
Because the log information maintained may be too voluminous to review
on a routine basis, the IDS should be implemented to selectively identify
unauthorized, unusual, and sensitive access activity, such as:
• Attempted unauthorized access
• Access trends and deviations from those trends
• Access to sensitive data and resources
• Highly sensitive privileged access, such as the ability to override
security controls
• Floods of data coming from or going to a particular host or group of
hosts
• Access modifications made by security personnel
• Unsuccessful attempts to log on to a system.
Unauthorized, unusual, or sensitive access activity identified by the IDS
should be reviewed and any apparent or suspected violations should be
investigated. When a security violation occurs, appropriate action should
be taken to identify and remedy the control weaknesses that allowed the
violation to occur, repair any damage that has been done, and determine and
discipline the perpetrator. It is important that an entity have formal written
procedures for reporting security violations or suspected violations to the IT
manager or other appropriate IT personnel so that multiple related incidents
can be identified, other employees can be alerted to potential threats, and
appropriate investigations can be performed. Such incidents might include
multiple attacks by a common hacker or repeated infections with the same
computer virus. It is important to note that seemingly innocuous or legitimate
behavior could be a manual probe to collect data about a network or security
over a network, and thus it is important that you provide for periodic manual
review of network activity even with an automated IDS in place.
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Area #11 – Physical Controls
Physical security controls restrict physical access to computer resources
and protect these resources from intentional or unintentional harm, loss,
or impairment. Such controls include guards, gates, and locks, and also
environmental controls such as smoke detectors, fire alarms and extinguishers,
protection from water damage, and uninterruptible power supplies.

Physical security

Larger local governments and school districts may have a server room while
smaller units may place servers next to a desk, under a desk, in a closet, in
the middle of the room or other high-traffic area. You should inspect the
location of computers and server areas/rooms and ensure that there are
adequate physical security controls commensurate with the risks of physical
damage or access.

computer resources

Area #12 – Service Continuity and Disaster Recovery

unintentional harm,

controls restrict
physical access to
and protect these
resources from
intentional or
loss, or impairment

Backups
A backup is a copy of electronic information that is maintained for use if
there is loss or damage to the original. Backups can be compressed to save
space and encrypted to add security. There are four important components
to any back-up process:
• Backing up data at regular intervals
• Verifying the data has been backed up
• Storing the backup media in a secure, (preferably off-site) location
• Verifying the ability to restore the backup data.
Some entities contract with a third party for data, application, and/
or operating system backup. If that is the case, the entity should have a
written agreement with the vendor that clearly describes the expectations
for safeguarding the data, especially if it contains personal, private, and/
or sensitive information (e.g., Social Security numbers). In addition, local
governments should check with New York State Archives personnel to gain
an understanding of the laws and regulations pertaining to off-site data
storage. State Archives has issued a Records Advisory entitled Using a Data
Storage Vendor that describes what a contract for data storage should include.
(http://www.archives.nysed.gov/a/records/mr_data_storage.shtml)
Also see Local Government Cyber Security: Guidelines for Backing Up
Information (http://www.dhses.ny.gov/ocs/local-government/).
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You should develop
a formal disaster
recovery plan that
addresses the
range of threats to
your IT system(s),
distribute the plan
to all responsible

Disaster Recovery Planning
Disaster recovery is the process by which an entity can resume business
after a disruptive event. The event might be something large, such as a
major flood, or something small, such as malfunctioning software caused
by a computer virus. The plans need to encompass how employees will
communicate, where they will go and how they will continue to do their
jobs. The details can vary greatly depending on the size and scope of the
entity and its computerized operations.
You should develop a formal disaster recovery plan that addresses the range
of threats to your IT system(s), distribute the plan to all responsible parties,
and ensure that it is periodically tested and updated as needed. The plan
should focus on sustaining your critical business functions during and after a
disruption. It is important that you analyze data and operations to determine
which are the most critical and what resources are needed to recover and
support them in the event of an emergency.

parties, and
ensure that it is
periodically tested
and updated
as needed.
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Additional Resources
New York State Office of Cyber Security http://www.dhses.ny.gov/ocs/
New York State Office of the State Comptroller http://osc.state.ny.us/
• Local Government Information Security: The Cost of Inadequate Protections
http://osc.state.ny.us/localgov/pubs/research/snapshot/cybersecurity0811.pdf
• Local Government Management Guide: Information Technolog y Security
http://osc.state.ny.us/localgov/pubs/lgmg/itsecurity.pdf
• Local Government Management Guide: Management’s Responsibility for Internal Control
http://osc.state.ny.us/localgov/pubs/lgmg/managementsresponsibility.pdf
• Local Government Management Guide: The Practice of Internal Controls
http://osc.state.ny.us/localgov/pubs/lgmg/practiceinternalcontrols.pdf
United States Computer Emergency Readiness Team (US CERT) http://www.us-cert.gov/
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Information Technology Governance
Security Self-Assessment
Date Assessment Completed: ________________

YES

NO

N/A

IT Policy
1a

Are computer policies adopted, distributed, and updated as necessary?
List policies and dates adopted or last revised:

1b

Was a data breach notification policy adopted?
Date adopted:

IT Security Training and Awareness
2a

Were all computer users provided IT security training?
Date(s) of training:

Who attended the training:

2b

Are there other efforts to raise IT security awareness?
Describe awareness efforts:

Computer Hardware, Software and Data Inventories

3a

Is a detailed, up-to-date inventory of computer hardware maintained?
Review a copy of the hardware inventory and note when last updated:

Page 1 of 7
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YES

NO

3b

Is a detailed, up-to-date inventory of authorized software maintained?
Review a copy of the software inventory and note when last updated:

3c

Has data been assigned to categories (data classification) that will help
determine the appropriate level of controls?
Review a copy of the data classification, noting the categories and types of
information in each:

3d

Is a detailed, up-to-date inventory of data maintained?
Review a copy of the data inventory and note when last updated:

N/A

Contracts for IT Services
4a

Do contracts for IT services specify the level of service to be
received?
Review the contract(s) and note the date signed:

4b

Are there adequate controls over third-party (e.g., IT vendors or IT
service organizations) access to personal, private and/or sensitive
information?
Describe the controls in place to protect the data:

Describe how access by third parties is monitored:

Page 2 of 7
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YES

NO

N/A

Virus Protection
5a

Is antivirus protection up-to-date on all computers?
Describe the process for updating antivirus protection:

Date of last antivirus protection update:

5b
5c

Is the autoplay feature for USB devices disabled?
Are USB and other removable media devices scanned upon
connection to municipal devices?

Patch Management
6

Are software and operating system patches applied in a timely
manner?
Describe the process for applying patches:

Describe the process for updating when an application is no longer supported by
the vendor:

Access Controls
7a

7b
7c

Are unique network accounts created for each computer user?
Are unique software accounts created for each user where applicable?
Do any accounts exist that cannot be tied to an authorized user or
application?
Describe the process for disabling terminated employee/vendor
accounts:

7d

Are passwords held to complexity requirements?
Describe the complexity requirement:

7e

Are password changes enforced on a regular basis (e.g., 30 to 90
days)?
Page 3 of 7
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YES

NO

N/A

Indicate how often passwords are changed and describe how the change is
enforced:

7f
7g
7h

Is sharing user IDs and passwords prohibited?
Are changes to access rights made on a timely basis (i.e., within three
to five days of duty changes)?
Is a current list of authorized users and their levels of access
maintained and periodically reviewed?
Review the list of authorized users and their levels of access.

Online Banking
8a

Do you have an online banking policy?
Review the policy.

8b

Are online bank accounts monitored?
Who monitors the accounts?

How often are online accounts monitored?

8c

Are two-person controls in place over transactions?
Who has access to online bank account(s)?

8d

Are there dollar limits on transfers?
What is the limit?

8e

Are there controls limiting what accounts money can be transferred
to?
List accounts money can be transferred to:

Page 4 of 7
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YES
8f
8g

NO

N/A

Is online banking only conducted from a wired rather than wireless
network?
Is there a written agreement or contract with the bank?
Review the agreement and note the date signed:

Wireless Network
9a

Are wireless access points set up to limit broadcasting from beyond
your offices?
Where are the wireless access points located?

How far does the wireless signal broadcast?

9b

Has the service set identifier (SSID) been changed from the factory
default?
What is/are the SSID(s)?

9c
9d
9e

Is/are SSID(s) changed periodically?
Has the SSID broadcasting feature has been disabled?
Is the strongest encryption available used?
Note type of encryption used:

Firewalls and Intrusion Detection
10a

Does the unit have a firewall(s)?
Who is responsible for maintaining firewall updates and configurations?

10b
10c

Have firewall default accounts been removed/changed?
Are firewall activities/events logged?
Who reviews the logs?

Page 5 of 7
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YES

NO

N/A

Are alerts about suspicious activities emailed to a certain individual? If so, who?

10d

Does the unit have an intrusion detection system (IDS)?
How does the system respond to a suspicious event?

Who is responsible for reviewing the events captured by the IDS and taking
appropriate action?

Are alerts about suspicious activities emailed to a certain individual? If so, who?

Physical Controls
11a

Is physical access to computers, servers, and wiring closets (if any)
restricted?
View the computer, server and wiring closet areas/rooms.

11b

Are areas with computers, servers and wiring closets climatecontrolled and protected from fire and water damage?
Is there an uninterrupted power source?
Are manual inspections conducted for violations of physical security
controls?
Who conducted the last inspection and on what date:

11c
11d

Service Continuity and Disaster Recovery
12a

Are systems, including data, applications and operating systems,
periodically backed up?
How often?

Page 6 of 7
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YES

NO

N/A

Date of last backup:

Date information was successfully restored from a backup copy:

12b

Are backups stored offsite?
Where is the offsite storage and how is it secured?

12c
12d

Are backups of sensitive data encrypted?
Does the unit have a disaster recovery plan?
Review the plan and note date adopted:

12e

Has the plan been distributed to responsible parties?
When was the last time the plan was tested?

What was the outcome of the testing?

12f

Is the plan periodically adjusted based on test results and changing
conditions?
Date plan last updated:

Page 7 of 7
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Division of Local Government and School Accountability

Central Office Directory
(Area code for the following is 518 unless otherwise specified)
Executive ......................................................................................................................................................................................... 474-4037
Steven J. Hancox, Deputy Comptroller
Nathaalie N. Carey, Assistant Comptroller
Financial Reporting..................................................................................................................................................................... 474-4014
(Annual Financial Reports, Constitutional Limits, Real Property Tax Levies,
Local Government Approvals)
Information Services.................................................................................................................................................................. 474-6975
(Requests for Publications or Government Data)
Justice Court Fund.......................................................................................................................................................................473-6438
Audits and Local Services......................................................................................................................................................... 474-5404
(Audits, Technical Assistance)
Professional Standards.............................................................................................................................................................. 474-5404
(Auditing and Accounting)
Research ........................................................................................................................................................................................... 473-0617
Statewide and Regional Projects..................................................................................................................................607-721-8306
Training..............................................................................................................................................................................................473-0005
(Local Official Training, Teleconferences, DVDs)
Electronic Filing
Questions Regarding Electronic Filing of Annual Financial Reports .......................................................... 474-4014
Questions Regarding Electronic Filing of Justice Court Reports..................................................................473-6438

Mailing Address
for all of the above:

Office of the State Comptroller,
110 State St., Albany, New York 12236
email: localgov@osc.state.ny.us
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Division of Local Government and School Accountability

Regional Office Directory
Steven J. Hancox, Deputy Comptroller (518) 474-4037
Cole H. Hickland, Director • Jack Dougherty, Director
Direct Services (518) 474-5480
BINGHAMTON REGIONAL OFFICE - H. Todd Eames, Chief Examiner
State Office Building, Suite 1702 • 44 Hawley Street • Binghamton, New York 13901-4417
Tel (607) 721-8306 • Fax (607) 721-8313 • Email: Muni-Binghamton@osc.state.ny.us
Serving: Broome, Chenango, Cortland, Delaware, Otsego, Schoharie, Sullivan, Tioga, Tompkins counties

BUFFALO REGIONAL OFFICE – Robert Meller, Chief Examiner
295 Main Street, Suite 1032 • Buffalo, New York 14203-2510
Tel (716) 847-3647 • Fax (716) 847-3643 • Email: Muni-Buffalo@osc.state.ny.us
Serving: Allegany, Cattaraugus, Chautauqua, Erie, Genesee, Niagara, Orleans, Wyoming counties

GLENS FALLS REGIONAL OFFICE - Jeffrey P. Leonard, Chief Examiner
One Broad Street Plaza • Glens Falls, New York 12801-4396
Tel (518) 793-0057 • Fax (518) 793-5797 • Email: Muni-GlensFalls@osc.state.ny.us
Serving: Albany, Clinton, Essex, Franklin, Fulton, Hamilton, Montgomery, Rensselaer, Saratoga, Schenectady, Warren, Washington counties

HAUPPAUGE REGIONAL OFFICE – Ira McCracken, Chief Examiner
NYS Office Building, Room 3A10 • Veterans Memorial Highway • Hauppauge, New York 11788-5533
Tel (631) 952-6534 • Fax (631) 952-6530 • Email: Muni-Hauppauge@osc.state.ny.us
Serving: Nassau, Suffolk counties

NEWBURGH REGIONAL OFFICE – Christopher J. Ellis, Chief Examiner
33 Airport Center Drive, Suite 103 • New Windsor, New York 12553-4725
Tel (845) 567-0858 • Fax (845) 567-0080 • Email: Muni-Newburgh@osc.state.ny.us
Serving: Columbia, Dutchess, Greene, Orange, Putnam, Rockland, Ulster, Westchester counties

ROCHESTER REGIONAL OFFICE – Edward V. Grant Jr., Chief Examiner
The Powers Building • 16 West Main Street – Suite 522 • Rochester, New York 14614-1608
Tel (585) 454-2460 • Fax (585) 454-3545 • Email: Muni-Rochester@osc.state.ny.us
Serving: Cayuga, Chemung, Livingston, Monroe, Ontario, Schuyler, Seneca, Steuben, Wayne, Yates counties

SYRACUSE REGIONAL OFFICE – Rebecca Wilcox, Chief Examiner
State Office Building, Room 409 • 333 E. Washington Street • Syracuse, New York 13202-1428
Tel (315) 428-4192 • Fax (315) 426-2119 • Email: Muni-Syracuse@osc.state.ny.us
Serving: Herkimer, Jefferson, Lewis, Madison, Oneida, Onondaga, Oswego, St. Lawrence counties

STATEWIDE AND REGIONAL PROJECTS - Ann C. Singer, Chief Examiner
State Office Building, Suite 1702 • 44 Hawley Street • Binghamton, New York 13901-4417
Tel (607) 721-8306 • Fax (607) 721-8313
Office of the State Comptroller
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New York State
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2014 Pedagogy/Technology Integration Survey
Click here to begin survey: http://www.oneontacsd.org/forms.cfm?myForm=26213
“When teachers effectively integrate all aspects of technology in the educational
process, today’s students are fully engaged and benefit from authentic learning
experiences emphasizing collaboration, creativity and innovation. This leads to
students who are prepared to be productive digital-age citizens and participants in the
highly competitive, global, digital workplace.”
(ISTE whitepaper, “Technology, Coaching and Community”, 2011).

The district is about to embark on a substantial capital project to implement pervasive Wi-Fi technology
district-wide. We want to be sure that you teachers have the appropriate resources to take full
advantage of the Wi-Fi capabilities and can leverage these new capabilities within your classrooms. The
completion of this survey by all District teachers will give us guidance towards fulfilling your needs.
It is suggested that you have this document In front of you while completing the online survey at the
above link.
** The survey will remain open from Monday, March 31st -Tuesday, April 29, 2014. During this window,
principals will be providing teachers with a window of time in which to complete the survey **

The rubric in this survey uses four stages to define and demonstrate progress, competencies and
behavior. These stages are defined as:
Integrator At this stage, technology is fully integrated with your curriculum and technology and learning are
integrated in daily practice. New learning opportunities are possible through the creative use of projectbased learning, collaborative interactions and sophisticated computer usage.
Infuser Technology is integrated into the class to support existing practices and is cohesive with curriculum, but
not yet fully integrated into curriculum. Educators have developed skills related to the usages of
technology but primarily apply these skills to automate, accelerate and enhance the teaching and
learning strategies already in place.
Explorer Educators are aware of the potential of using technology in the classroom; however, the teaching is
relatively unchanged resulting from a lack of willingness on the part of the teacher to explore the
possibilities. Some of the requisite skills to implement and sustain changes are lacking.
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AwareTechnology is perceived as an add-on support in the teaching and learning process. Teachers feel
insecure in their knowledge of the basic computer skills which results in a hesitant use of technology by
students.
The content of this rubric was taken from "Enhanced Learning Strategy, Pedagogy/Technology
Integration Rubrics" developed by the Eastern Townships School Board, Magog, Quebec, Canada.
http://www.etsb.qc.ca and the LoTi Digital-Age Survey for Teachers,
http://www.loticonnection.com/lotitake.html .

Personal Technology Competence
1. Basic Computer Operation
Integrator

I model use of Windows multitasking options and expect students to use these options for
optimal computer use. I instruct students on the use of Windows (such as cut, copy, paste,
and search) and printing tools and expect them to use these skills regularly.

Infuser

I can set up my computer and peripheral devices, load software, print and use most of the
operating system tools like the clipboard (cut, copy, and paste), search tool and recycling
bin. I can connect to my school’s network and understand how to access both local and
network print devices. I feel confident enough to teach others some basic operations.

Explorer

I know the basic operations of using a mouse, clicking and working with Windows. I can
use the computer to open, run and close a few specific, applications (e.g. email, word
processing, Internet browsing). I think I might be able to do more with the computer, but I
am somewhat anxious I might break something when I explore.

Aware

I use a computer regularly for just one or two applications (e.g. email or word processing).

2. File Management
Integrator

I instruct students on organization of files and locating files within folders and subfolders. I
instruct them on the use of external storage such as jump drives and network storage and
expect them to use effective file management techniques.

Infuser

I have a filing system for organizing my files and can locate files quickly and reliably in
folders and subfolders. I backup my files to jump drive or network storage on a regular
basis. I use the school’s networked file storage when available. I save my files with the
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appropriate extension.
Explorer

I remember to save often to My Documents. I understand the importance of organizing my
files into folders and making backups but I can’t always remember all of the options. I have
one option that works well for me that I generally stick to (e.g. network drive or jump
drive). I attend workshops to learn more on this topic when they are offered.

Aware

I save documents I’ve created but often have difficulty finding them. I do not store
duplicates of my files (e.g. perform file backup).

3. Productivity Software (Word, Excel, PowerPoint, Email, etc)
Integrator

Not only do I heavily use many productivity applications, but I model their use for my
students and expect them to use these tools appropriately as well. I feel it is important
my students are proficient users of these tools and take time to provide specific
instruction on their use when appropriate for student learning in my classroom.

Infuser

I use productivity applications for nearly all my professional work: memos, tests,
worksheets, presentations, communication, grading, etc. I feel these productivity
applications are more efficient and cannot imagine performing my job without them. I’m
beginning to encourage my students to use these tools as well.

Explorer

I’ve tried most of the productivity applications and determined those which best meet my
needs. Those that do meet my needs I use regularly. I am unclear of how to apply the
remaining applications in my personal or professional life, but am interested in learning
more.

Aware

I use only one or two productivity applications, such as word processing and email. I am
not sure how to use other applications or how they might benefit the way I work.

4. Network and Internet Use
Integrator

I am an active user of and participant in on-line information resources and discussion
forums and I encourage my students to do the same. I download useful resources found
on the Internet. I use the district network to share materials with my colleagues and my
Teacher Page both to share materials with students and to exhibit student work. I expect
students to use the Internet as a resource to complete their work and to know how to
critically evaluate online material. I expect students to know where to find and/or save
class work either on the district website or on the district network.
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Infuser

I use the Internet to access professional and personal information from a variety of
sources. I have an e-mail account that I use on a regular basis to communicate with
parents and other professionals. I have a strategy for analyzing the quality of information I
find online. I have a Teacher Page on the district website and have a great deal of
instructional material on my page. I am not sure how well my students use this resource.

I understand that there is a large amount of information available to me as a teacher that
can be accessed both on the district network and on the Internet. With the help of others
(e.g. our library media specialist), I am learning more about those resources and am fairly
comfortable using a few of them on a regular basis. I attend workshops to learn more in
this area when I can.
I am aware of some of the on-line resources available in my building, but I have not yet
Aware
invested much time in putting many of them to use. I may be a regular user of one or two
of these types of resources.
5. Ethical Use Understanding
Explorer

Integrator

I model for my students the safe and legal use of digital tools and resources when I am
delivering content and/or reinforcing their understanding of pertinent concepts using
multimedia resources (e.g. PowerPoint), web-based tools (e.g. Google Presentations) or an
interactive whiteboard. My students model the “correct and careful” use of digital
resources and are aware of the consequences regarding their misuse.

Infuser

I clearly understand the difference between freeware, shareware, and commercial
software and the fees involved in the use of each. I understand the school board policy on
the use of copyrighted materials. I know and enforce the school’s technology policies and
guidelines. I have a personal philosophy I can articulate regarding the use of technology in
education. I am beginning to address these issues with my students as well.

Explorer

I know that some software can be used for free and other software cannot. I know that
students should not be copying pictures and music from the Internet but I’m not clear on
the restrictions.

Aware

I know that some copyright restrictions apply to computer software.

Pedagogy and Technology
1. Choice of Instructional Delivery
Integrator

Infuser

I am aware of the National Educational Technology Standards (NETS) and how they fit into
my content area. I continuously try new approaches suggested by research or observation
to discover the most effective means of using technology to engage my students and
meet curricular goals.
I am aware of NETS, but do not yet feel I am putting those standards into practice across
my curriculum. I can design activities and approaches that both best fit the learning
objectives and the availability of the technology available to me and am integrating

Appendix V - Pages 71-77

Explorer
Aware

technology in some places on an irregular basis.
I have tried integrating technology via units or projects that are student-directed,
use small groups, or are highly individualized but I primarily use teacher-directed, whole
group instruction.
I have one or two effective methods of delivering content to my students. I am aware that
my colleagues are integrating technology; however I rarely use technology that requires
that I change my instructional methodology.

2. Integrating technology in to the assessment of student performance
Integrator

Infuser

I continuously try new approaches suggested by research or observation to discover the
most effective means of using technology to help assess student learning. I have also
followed research on the effects on technology on instruction and understand its
strengths. My students have both a physical and electronic portfolio of their work.
I use a wide range of technology-based assessments to evaluate student projects and
performances. I can use technology to help create assessment tools like checklists,
rubrics, and benchmarks that help the student assess his own performance.

Explorer

I save some student work for cumulative folders and parent conferences electronically,
and print some electronically produced student work.

Aware

I evaluate my students using evaluation tools that are not technology-based or
technology-supported even though I am aware of those options.

3. Fostering Home and School Connection
Integrator

Infuser

I use email, eSchool publish assignments, or my Teacher page (or some other online
method) to provide real-time information to parents about individual student’s progress
in my class. I also use my Teacher Page or a course management system such as Moodle
to provide on-going access to curriculum, content, study guides, etc. I encourage both
parents and students to communicate with me via email.
I maintain a classroom web page that has basic information about my classroom and
curriculum including study guides, notification of upcoming evaluation, assessment
criteria of projects, class expectations, etc. I provide my email address to parents and
students and frequently communicate with them in this manner.

Explorer

I send email to parents who request it in response to specific inquiries. I am aware of the
option to create a Teacher Page, but I have not yet made much if any use of one.

Aware

I use the traditional methods of communication with the home: telephone, report cards,
progress reports and print school or classroom newsletters. I occasionally use email with
students and/or parents. I am aware of the Teacher Page and/or eSchool publish
assignments options but do not believe they will be useful for me.
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4. Information Literacy Skills
Integrator

My students use digital tools and resources for research purposes. I promote, monitor
and model the appropriate use of digital information and technology in my classroom
(e.g. appropriate citing of resources, respecting copyright permissions). I expect my
students to know how to critically analyze information they find on the Internet and
provide appropriate instruction towards that end.

Infuser

I assign at least two web-based projects that allow my students to learn effective
Internet research skills. I understand copyright and how to critically analyze information
on the Internet, but I don’t have enough time/inclination to cover this material with my
students.

Explorer

I perform Internet research in some of my lesson planning, but I have trouble finding
consistently good information and am worried about leading my students through an
Internet research project.

Aware

I use the Internet to do some of my own personal research, but rarely if ever use it for
instructional research. I’m content to use traditional textbooks and other print resources
with my students.

Education/Technology Collaboration
1. Colleague Support and Professional Growth
Integrator

I participate in local and global learning committees to explore creative applications of
technology toward improving student learning. I promote the effective use of digital
tools and resources in my district and within my professional community and actively
develop the technology skills of others. I lead curricular technology workshops when I
can.

Infuser

I actively pursue opportunities to dialogue and network among teachers on grade level
or in the building regarding technology and education issues. I participate in curricular
technology professional development sessions as often as I can.

Explorer

I ask/answer educational technology and curriculum related questions of peers. I try to
attend one or two curricular technology sessions a year, if I am able.

Aware

I do not generally participate in technology and education discussions with other
teachers. I do not attend curricular technology professional development sessions.
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2. Instructional Planning and Collaboration Skills
Integrator

I have positive personal attitudes about technology’s value in the classroom. I have a high
standard of technology mastery. I use technology effortlessly as a tool during the daily
classroom routine and expect my students to do the same. Student-centered learning is
more important than classroom efficiency. I share lesson plans and successful teaching
strategies electronically with colleagues.

Infuser

Much of my classroom technology use is focused on student productivity, problem-solving,
and concept visualization. I share successful teaching experiences with others via formal
and informal presentations and in-service.

Explorer

Many of my technology-based activities are aimed primarily at teaching technology use.
Students use software such as word processing and presentation software as part of their
direct instruction. My ideas and planning are evidenced by lessons taught.

Aware

I feel lessons that are technology-rich are too time-consuming to take on and/or I don’t
know how to get started.

3. Modeling technology skills in the classroom
Integrator

I use multiple delivery methods, including multimedia, simulation, and computer video
presentation. I use correct technology terminology, throughout instruction. Students
present their work regularly using technology-based presentations.

Infuser

I am beginning to master computer vocabulary. I can control video devices and I
understand the basic presentation pedagogy. Students occasionally use technology-based
presentations for sharing work with peers.

Explorer

I occasionally use technology to supplement instruction. Visuals follow basic readability
rules. Students rarely use technology-based presentations for sharing work with peers.

Aware

I instruct students from the front of the class without the aid of presentation devices. I use
a limited technology vocabulary in instructing students.
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Progression Towards "Technology Integrator"
2010-2014
50%
45%
40%
35%
30%
25%
20%
15%
10%

2010 (n=177)

5%

2011 (n=102)

0%

2012 (n=82)
2013 (n=96)
2014 (n=121)
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Core Curriculum Learning Standards for ELA
Technology Cross-Walk for Grades K-6
Students who are college and career ready in reading, writing, speaking, listening and language use technology and digital media strategically and capably.
Students employ technology thoughtfully to enhance their reading, writing, speaking, listening, and language use. They tailor their searches online to acquire useful information efficiently, and
they integrate what they learn using technology with what they learn offline. They are familiar with the strengths and limitations of various technological tools and mediums and can select and
use those best suited to their communication goals.

K

1st

2nd

Reading for Informational
Text

Writing:
Text Types and Purposes

Writing:
Production & Distribution
of Writing

Writing:
Responding to Literature

Speaking & Listening:
Presentation of
Knowledge and Ideas

Language:
Vocabulary Acquisition
and Use

Integrate and evaluate
content presented in diverse
media and formats, including
visually and quantitatively,
as well as in words.

Write informative and
explanatory texts to examine
and convey complex ideas
and information clearly and
accurately through the
effective selection,
organization and analysis of
content.

Use technology, including
the Internet, to produce and
publish writing and to
interact and collaborate with
others.

Develop personal, cultural,
textual, and thematic
connections within and
across genres as they
respond to texts through
written, digital, and oral
presentations, employing a
variety of media and genres.

Make strategic use of digital
media and visual displays of
data to express information
and enhance understanding
of presentations.

Determine or clarify the
meaning of unknown and
multiple-meaning words and
phrases by using context
clues, analyzing meaningful
word parts, and consulting
general and specialized
reference materials, as
appropriate.

Create audio recordings of
stories or poems; add
drawings or other visual
displays to stories or recounts
of experiences when
appropriate to clarify ideas,

Use glossaries and beginning
dictionaries, both print and
digital, to determine or clarify
the meaning of words and
phrases.

With guidance and support
from adults, explore a variety
of digital tools to produce
and publish writing, including
in collaboration with peers
With guidance and support
from adults, explore a variety
of digital tools to produce
and publish writing, including
in collaboration with peers
With guidance and support
from adults, explore a variety
of digital tools to produce
and publish writing, including
in collaboration with peers
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Reading for Informational
Text

Writing:
Text Types and Purposes

3rd

Writing:
Production & Distribution
of Writing
With guidance and support
from adults, use technology
to produce and publish
writing (using keyboarding
skills) as well as to interact
and collaborate with others.

Writing:
Responding to Literature

Speaking & Listening:
Presentation of
Knowledge and Ideas
thoughts, and feelings.
Create engaging audio
recordings of stories or
poems that demonstrate fluid
reading at an understandable
pace; add visual displays
when appropriate to
emphasize or enhance certain
facts or details.

Language:
Vocabulary Acquisition
and Use
Use glossaries or beginning
dictionaries, both print and
digital, to determine or clarify
the precise meaning of key
words and phrases.

4th

Interpret information
presented visually, orally, or
quantitatively (e.g., in charts,
graphs, diagrams, time
lines, animations, or
interactive elements on Web
pages)
and explain how the
information contributes to an
understanding of the text in
which it appears.

Introduce a topic clearly and
group related information
in paragraphs and sections;
include formatting (e.g.,
headings), illustrations, and
multimedia when useful to
aiding comprehension.

With some guidance and
support from adults, use
technology, including the
Internet, to produce and
publish writing as well as to
interact and collaborate with
others; demonstrate
sufficient command of
keyboarding skills to type a
minimum of one page in a
single sitting.

Add audio recordings and
visual displays to
presentations when
appropriate to enhance the
development of main ideas or
themes.

Consult reference materials
(e.g., dictionaries, glossaries,
thesauruses), both print and
digital, to find the
pronunciation and determine
or clarify the precise meaning
of key words and phrases.

5th

Draw on information from
multiple print or digital
sources, demonstrating the
ability to locate an answer to
a question quickly or to solve
a problem efficiently.

Introduce a topic clearly,
provide a general observation
and focus, and group related
information logically; include
formatting (e.g., headings),
illustrations, and multimedia
when useful to aiding
comprehension.

With some guidance and
support from adults, use
technology, including the
Internet, to produce and
publish writing as well as to
interact and collaborate with
others; demonstrate
sufficient command of
keyboarding skills to type a
minimum of two pages in a
single sitting.

Include multimedia
components (e.g., graphics,
sound) and visual displays in
presentations when
appropriate to enhance the
development of main ideas or
themes.

Consult reference materials
(e.g., dictionaries, glossaries,
thesauruses), both print and
digital, to find the
pronunciation and determine
or clarify the precise meaning
of key words and phrases.
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6th

Reading for Informational
Text

Writing:
Text Types and Purposes

Writing:
Production & Distribution
of Writing

Writing:
Responding to Literature

Speaking & Listening:
Presentation of
Knowledge and Ideas

Language:
Vocabulary Acquisition
and Use

Integrate information
presented in different media
or formats (e.g., visually,
quantitatively) as well as in
words to develop a coherent
understanding of a topic or
issue.

Introduce a topic; organize
ideas, concepts, and
information, using strategies
such as definition,
classification,
comparison/contrast, and
cause/effect; include
formatting (e.g., headings),
graphics (e.g., charts, tables),
and multimedia when useful
to aiding comprehension.

Use technology, including the
Internet, to produce and
publish writing as well as to
interact and collaborate with
others; demonstrate
sufficient command of
keyboarding skills to type a
minimum of three pages in a
single sitting.

Create and present a text or
art work in response to a
literary work.
a. Develop a perspective or
theme supported by relevant
details.
b. Recognize and illustrate
social, historical, and cultural
features in the presentation
of literary texts.
c. Create poetry, stories,
plays, and other literary
forms (e.g. videos, art work).

Include multimedia
components (e.g., graphics,
images, music, sound) and
visual displays in
presentations to clarify
information.

Consult reference materials
(e.g., dictionaries, glossaries,
thesauruses), both print and
digital, to find the
pronunciation of a word or
determine or clarify its
precise meaning or its part of
speech.
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Evaluating textbook digital tools
1. Does the series have digital tools? (Yes No)
2. These digital tools include:
Tool

No/Yes (name of tool and/or comments)

a. Apps*
b. Smartboard activities
c. Online access to text book
d. Online activities for students*
e. Ability for teacher to monitor online activities
f.

Online assessment and scoring

g. Online student video/tutorials (like Khan
Academy) to facilitate flipped classroom
*If they offer an app or online activities, use Educational App Evaluation Rubric (Tony Vincent) or Kathy Schrock’s Critical Evaluation of a
Content-based iPad/iPod App to report on the app/activities.
3. Do they provide a district administrative interface? (Yes No)
4. Administrative tools include:
Tool
a. Maintenance of student/teacher accounts
b. Allow us to use our own username/password
scheme?
c. Student usage reporting

No/Yes (name of tool and/or comments)
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Educational App Evaluation Rubric

App Name:
Purpose for App:

4
Relevance

Customization

Feedback

Thinking Skills

Usability

Engagement

Sharing

c b 3a

3

2

1

The app’s focus has a strong
connection to the purpose for
the app and appropriate for the
student

The app’s focus is related to
the purpose for the app and
mostly appropriate for the
student

Limited connection to the
purpose for the app and may
not be appropriate for the
student

Does not connect to the
purpose for the app and not
appropriate for the student

App offers complete flexibility to
alter content and settings to
meet student needs

App offers some flexibility to
alter content and settings to
meet student needs

App offers limited flexibility to
adjust content and settings to
meet student needs

App offers no flexibility to meet
student needs

Student is provided specific
feedback

Student is provided feedback

Student is provided limited
feedback

Student is not provided
feedback

App encourages the use of
higher order thinking skills
including creating, evaluating,
and analyzing

App facilitates the use of higher
order thinking skills including
evaluating, analyzing, and
applying

App facilitates the use of mostly
lower order thinking skills like
understanding and
remembering

App is limited to the use of
lower order thinking skills like
understanding and
remembering

Student can launch and
operate the app independently

Student needs to have a
teacher show or model how to
operate the app

Student needs to be cued each
time the app is used

App is difficult to operate or
crashes often

Student is highly motivated to
use the app

Student uses the app as
directed by the teacher

Student perceives app as
“more schoolwork” and may be
off-task when directed to use
the app

Student avoids the use of the
app and might complain when
its use is required

Specific performance summary
or student product is saved in
app and can be exported to the
teacher or for an audience

Performance data or student
product is available in app but
exporting is limited and may
require a screenshot

Limited performance data or
student product is not
accessible

No performance summary or
student product is saved

Tony Vincent
learninginhand.com/rubric

Rubric based on one edited by Kathy Schrock and originated by Harry Walker

Name: _____________________________________ Date:____________

!

CRITICAL EVALUATION OF AN CONTENT-BASED IPAD/IPOD APP
©2011-2014 Kathleen Schrock (kathy@kathyschrock.net)
iPads for Teaching site: http://ipads4teaching.net

!

!
!
!
!

What is the title of the app? _____________________________________________ Cost: ___________
Creator of the app ________________________________ iTunes URL: _________________________
Content area(s): _________________________________________________ Grade level(s): ________

Content and components of the app

YES NO N/A

Curriculum connection: Are the skills reinforced connected to targeted skill/concept?
Authenticity: Are skills practiced in an authentic format/problem-based environment?
Feedback: Is feedback specific and result in improved student performance?
Differentiation: Does the app offers flexibility to alter settings to meet student needs?
User friendliness: Can students launch and navigate within the app independently?
Student motivation: Are students motivated to use the app and select it to use often?
Reporting: Is assessment/summary data available electronically to the student/teacher?
Sound: Does the music/sound in the app add to the educational aspects of the content?
Instructions: Are the instructions included within the app helpful to the student?
Support page: Does the app’s supporting Web page provide additional useful information?

!

Level(s) of Bloom’s Taxonomy addressed with this app (check all that apply)

!

Remembering

Understanding

Applying

Analyzing

Evaluating

Creating

Summary of the app
Using the data you have collected above, explain why you would or would not recommend this
application for use in the classroom. Include any specific ideas you have for its use.

iTunes Application Ratings

(click on ratings while in the App Store to learn more)

4+

9+

12+

17+

©2011-14. Kathy Schrock. All rights reserved. Permission to reproduce for classroom use granted.
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Proposal for School Year ’14-‘15
OCSD Technology Coaches
Summary:
Our own data demonstrates (see results of Teacher Technology-Usage Surveys 2010-2013) that our
teachers continue to struggle with technology. As noted in the ISTE white paper “Technology, Coaching,
and Community “When teachers do not effectively integrate all aspects of technology in the educational
process, today’s students are not fully engaged and miss out on authentic learning experiences
emphasizing collaboration, creativity, and innovation. This leads to students who are unprepared to be
productive digital-age citizens and participants in the highly competitive, global, digital workplace.”
(International Society for Technology in Education, 2011) It would benefit our teachers to have a
technology coach available to them, on-site, to facilitate their understanding of and comfort level with
integrating technology into their curriculum. This proposal is to create 6 such Coach positions (1 per
each elementary building and middle school and 2 for the high school) that are fulfilled by existing
teaching staff. In exchange for providing technology coaching, these teachers would receive paid
professional development and technology resources/devices.
Position Requirements:
The teacher that applies for a 2-year coaching position should:
1. Be a tenured teacher;
2. Be familiar with and prepared to meet the ISTE standards for Technology Coach (ISTE StandardsC);
3. Consider themselves an “integrator” on the TPACK integration scale;
4. Partner with Computer Services and with their building Library Media Specialist to provide a
Technology Team within their building (see Alliance for Excellent Education article “Leading In
and Beyond the Library”).
5. Participate in all required Coaching professional development sessions (minimum of 1 summer
session and 2 after-school sessions);
Position Description:
The building technology coach(es) will provide ongoing technology mentoring and support to their
colleagues. As described within ISTE Standards-C, the coach will “assist teachers in using technology
effectively for assessing student learning, differentiating instruction and providing rigorous relevant and
engaging learning experiences for all students.”
Technology Coaches are not expected to install technology, troubleshoot malfunctioning technology,
repair broken technology or provide any duplicate services to those already provided by Computer
Services Technicians.
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Professional Development:
The Coaches will receive Professional Development to assist them in their role. The Coaches will receive
the contractual rate of $150 per day (pro-rated as appropriate for 2-hour sessions) for the required
professional development sessions. Since in-house provided professional development does not count
towards continuing education credits, these payments will not affect the district salary budget line. The
training sessions will include such topics as:
1.
2.
3.
4.
5.
6.

10 Tech Skills That Every Educator Should Know
5 Tips to Help Teachers Who Struggle with Technology
Edutopia’s Technology Integration Guide
Apps in the Classroom
iPads in the Classroom
Kindles in the Classroom

Professional Development will be provided:
1.
2.
3.
4.
5.

2-day Jump Start session in August
2-hour afterschool session in October-November
2-hour afterschool session in January-February
Membership on Curricular Technology Committee (5 meetings annually)
Optional: NYSCATE Annual Conference (Rochester NY) in November

Professional Resources
Technology Coaches will be provided with the appropriate technological devices to meet the
requirements of this position and to allow them to model effective technology integration. Such devices
could include:
-

Tablet (iPad or Kindle Fire or similar)
ChromeBook
Apple TV with 55” display
Convertible tablet
Software tools
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Cost
Item
Summer PD
Fall PD
Winter PD
NYSCATE Conference
Hardware & Software

Cost
$300
$50
$50
$500
$600-$1000

Total

Quantity
6
6
6
6
6

Total Cost
$1800
$300
$300
$3000
$3600 $6000
$9000$11400

Budget Area
A2070.15-12, if restored
“”
“”
A2070.40-12, if restored
Aidable Hardware/Aidable Software
A2630.22/A2630.46

Supporting documentation:
1. ISTE Standards – Coaches (http://www.iste.org/docs/pdfs/20-14_ISTE_Standards-C_PDF.pdf)
2. Edutopia article “5 Tips to Help Teachers Who Struggle with Technology” (February 3, 2014, Josh
Work)( http://www.edutopia.org/blog/help-teachers-struggling-with-technology-josh-work)
3. ISTE Coaching Whitepaper, “Technology, Coaching, and Community” (2011, Beglau , Hare,
Foltos, Gann, James, Jobe, Knight & Smith) (http://www.iste.org/learn/coaching-white-paper requires ISTE account to access)
4. Alliance for Excellent Education article, “Leading In and Beyond the Library”(January 2014, Wolf,
Jones & Gilbert) (http://all4ed.org/reports-factsheets/leading-in-and-beyond-the-library/)
5. the article, “10 Tech Skills That Every Educator Should Have” (January 2014, Greg Thompson)(
http://thejournal.com/articles/2014/01/22/10-tech-skills-every-educator-should-have.aspx)
6. Edutopia Technology Integration Online Guide (http://www.edutopia.org/technologyintegration-guide)
7. TPACK – Technological Pedagogical Content Knowledge (http://www.mattkoehler.com/tpack/tpack-explained/)
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CONTACT

For Parents

Search Our Site

For Staff

For Students

How Are We Doing?

Please use this form to keep us appraised of how we are meeting your needs.

Calendar - All District
Calendar - Printable
Calendar - Sports Only

The service provided by Computer Services for which I am providing feedback was:

Computer Services
Dignity Act Reporting
Employment Opportunities
eSchool Home Access
News
RSS News Feeds
Staff Directory
Staff Portal

My computer problem was resolved.

 

Staff Web Pages

ONEONTA CITY SCHOOL DISTRICT
31 Center Street - District Offices
Oneonta, NY 13820
(607) 433-8200
Fax: (607) 433-8290

True
False

The service met the outcome I expected.

 

True
False

The service exceeded my expectations

 

True
False

The response to my problem was timely.

 

True
False

The Computer Services staff member providing assistance on this service was (select as
many as appropriate):
Steve Currie
Jeremiah Dumond
Mike Andrews
Bonnie Nobiling
Julie Ward
Not sure

The staff was knowledgeable and competent.

 

True
False

Overall, I am satisfied with the service provided.

 

True
False

How could this service be enhanced or improved?
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General Comments

Building
Bus Garage
District Office
Greater Plains
High School
Middle School
Riverside School
Valleyview School

Enter the number below to submit your information.

show new number

Your satisfaction is very important to us. Completing this form will help us to continue to improve our service to you.

Submit Form >
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Account
Code

Account
Name

2011-2012
Proposed
Budget

2012-2013
Proposed
Budget
($)

2012-2013
Proposed
Budget - v2
($)

2013-2014
Proposed
Budget
($)

2014-2015
Proposed
Budget
($)

Computer Services
CLERK/COMPUTER TECHNICIAN (3.0 FTE)

A2630.16

86,752

A2630.20
DISTRICT AIDABLE HARDWARE
A2630.22
DISTRICT COMPUTER FURNITURE
A2630.22-01
DISTRICT CALCULATORS
A2630.22-02
DISTRICT-COMPUTER CONTRACTUAL & membershipA2630.40
DISTRICT-COMPUTER SUPPLIES/PARTS
A2630.45
DISTRICT AV/PROJECTOR BULBS
A2630.45-01
DISTRICT ADMIN SOFTWARE
A2630.46
DISTRICT ACADEMIC SOFTWARE
A2630.46-11

0
31,000
0
5,000
1,800
13,500
3,000
19,000
10,000

OCC SOFTWARE

A2630.46-22

1,000

DISTRICT TELECOMMUNICATIONS

A2630.46-24

0

BOCES: RIC INTERNET SERVICES

A2630.49

BOCES: RIC PRINTER/SERVER IPA

A2630.49-89

95,129

BOCES: RIC ESCHOOL PLUS

A2630.49-89-01

50,627

BOCES: ONC MODEL SCHOOLS BASE

A2630.49-90
A2630.49-91
A2630.49-92
A2630.49-93
A2630.49-96

DISTRICT HARDWARE-NONAIDABLE

BOCES: ONC SUPPLIES
BOCES: ONC LIBRARY AUTOMATION
BOCES: ONC IPA EQUIPMENT
BOCES: ONC IPA EQUIPMENT BASE

91,487
2,300
28,678
0
5,000
1,800
13,500
3,000
19,000
10,000

91,487
2,300
28,678
0
5,000
1,800
13,500
3,000
17,267
10,000

189,277
0
27,397
0
5,000
0
13,500
3,000
17,393
10,000

196,879
0
26,332
0
5,000
1,800
13,500
3,000
17,102
10,000

1,000
0

1,000
0

500
0

1,000
0

307,477
113,255

347,489
113,255

305,273
77,405

333,718
74,886

50,045
4,750
12,402
44,800
108,976
2,350

50,045
4,750
12,402
42,242
92,824
2,350

50,117
4,750
12,402
45,766
98,512
2,425

45,414
5,055
12,500
47,251
99,484
2,495

287,662

4,750
12,402
44,082
146,567
2,300
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Account
Code

Account
Name

2011-2012
Proposed
Budget

2012-2013
Proposed
Budget
($)

2012-2013
Proposed
Budget - v2
($)

2013-2014
Proposed
Budget
($)

2014-2015
Proposed
Budget
($)

Computer Services
BOCES: ONC WEB CONTENT SYSTEM

A2630.49-97

BOCES: TECHNOLOGY BACKUP

A2630.49-98

Total:Computer Services

7,725

7,900

7,900

8,137

8,137

4,000
928,468

4,000
927,373

4,000
946,942

4,000
874,854

6,629
910,182

